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Module
Network Models, IP Addressing and Routing Basics

What are Network Models?

In the context of computer networks, network models are abstract representations that define the structure,
components, and operations of a network. These models provide a framework for understanding how different
network elements interact and communicate. They are crucial for designing, implementing, managing, and
troubleshooting computer networks.

Purpose of Network Models?
Standardization

¢ Interoperability: Network models provide a common framework that ensures devices and systems from
different manufacturers can work togetherseamlessly.

e Consistency: They establish consistent protocols and procedures, makingiteasiertodevelopand maintain
networked systems.

Design and Implementation

e Structured Design: Network models offer a systematic approach to designing networks, breaking down
complex processesinto manageable layers or components.

¢ Modular Development: They facilitate modular development, allowing individual network components to be
designed and implemented independently before beingintegrated into the larger system.

e Troubleshooting and Maintenance

¢ Layered Problem-Solving: The layered structure of network models helpsinisolatingand identifying issues
within specificlayers, simplifying the troubleshooting process.

o Efficient Maintenance: They provide a clear understanding of network operations, making it easier to
perform maintenance tasks and ensure network reliability.

Scalability and Flexibility

e Ease of Expansion: Network models support scalable designs, making it easier to expand the network by
adding new components without disrupting existing services.

e Adaptability: They provide flexibility to accommodate new technologies and protocols, allowing the network
to evolve with changing requirements.

Security

e layered Security: Implementing security measures at different layers of the network model enhances overall
security, providing multiple defenses against threats.

e Policy Enforcement: Network models help define and enforce security policies, ensuring consistent
protection acrossthe network.
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What is DOD model?

The Department of Defense (DoD) Model, also known as the DoD Reference Model, is a conceptual framework used
in networking to describe the functions and protocols used in the development and implementation of network
communication systems. Itis similarto the OSI (Open Systems Interconnection) model butwith fewer layers. The
DoD Model is sometimes referred to as the TCP/IP model because itisbased onthe TCP/IP protocol suite. The model

consists of four layers.
DoD Model

Process Application Layer

Host-to-Host Layer

Internet Layer

Network Access Layer

What is OSI model?

OSI stands for Open Systems Interconnection, where open stands to say non-proprietary. It is a 7-layer
architecture with each layer having specific functionality to perform. All these 7 layers work collaboratively to
transmit the data from one person to another across the globe. The OSl reference model was developed by ISO -
‘International Organization for Standardization ‘, in the year 1984.

The OSI model provides atheoretical foundation for understanding network communication. However, it is usually
not directly implemented in its entirety in real-world networking hardware or software. Instead, specific
protocols and technologies are often designed based on the principles outlined in the OSI model to facilitate efficent
data transmission and networking operations.
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Human-computer interaction layer, where
applications can access the network services

Ensures that data is in a usable format and is

Presentation Layer :
where data encryption occurs

Maintains connections and is responsible for

i
controlling ports and sessions
4 Transport Layer
- including TCP and UDP

n Network Layer

2  DaraLink Layer

1  Physical Layer

Physical Layer:

Transmits data using transmission protocols

Decides which physical path the data will take

Defines the format of data on the network

Transmits raw bit stream over the physical

medium

e Dealswiththe physical connection between devices.
e Transmitsraw bitstreams overa physical medium.
e Includeshardware components like cables, switches, and network interface cards.

¢ Manages bitrate control,
Data Link Layer:

e Ensuresnode-to-node da

modulation, and signal transmission.

tatransfer.

e Provideserrordetectionand correction.
¢ Dividedintotwo sublayers: Media Access Control (MAC) and Logical Link Control (LLC).

e Controlsframe synchroni

Network Layer:

zation, flow control, and error checking.

¢ Handlesrouting of data packets between nodes and networks.

¢ Manages logical addressi

ng (IP addresses).

¢ Facilitates packetforwardingand routing.
e Uses protocolslike Internet Protocol (IP).
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Transport Layer:

e Ensuresend-to-end communication and reliability.

e Manages segmentation, error correction, and data reassembly.

e Uses protocols such as Transmission Control Protocol (TCP) and User Datagram Protocol (UDP).
e Providesflow control and dataintegrity.

Session Layer:

e Manages sessions or connections between applications.

e Establishes, maintains, and terminates sessions.

e Ensurespropersynchronization and recovery of data.

o Handlessession establishment, maintenance, and termination.

Presentation Layer:

e Translates databetween networkand application formats.

e Providesdataencryption, decryption, and compression.

e Ensuresthat dataisreadable bythe receiving system.

e Handlescharacterencoding, dataformatting, and conversion.

Application Layer:

e Providesnnetworkservices directly to end-userapplications.

e Facilitates communication between software applications and network services.

e Uses protocols like Hypertext Transfer Protocol (HTTP), File Transfer Protocol (FTP), Simple Mail Transfer
Protocol (SMTP), and Domain Name System (DNS).

e Manages application-specificnetwork operations and userinterfaces.

Explain OSI layer Briefly?
Functions of the Physical Layer

e Bit Synchronization: The physical layer provides the synchronization of the bits by providing a clock.
This clock controls both senderand receiverthus providing synchronization at the bit level.

e Bit Rate Control: The Physical layer also defines the transmission rate i.e. the number of bits sent per
second.

e Physical Topologies: Physical layer specifies how the different, devices/nodes are arranged in a
networki.e. bus, star, or mesh topology.

e Transmission Mode: Physical layer also defines how the data flows between the two connected
devices. The various transmission modes possible are Simplex, half-duplex and full-duplex.

Functions of the Data Link Layer

e Framing: Framing is a function of the data link layer. It provides a way for a sender to transmit a set of
bits that are meaningful to the receiver. This can be accomplished by attaching special bit patterns to
the beginningand end of the frame.
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Physical Addressing: After creating frames, the Data link layer adds physical addresses (MAC
addresses) of the sender and/or receiverin the header of each frame.

Error Control: The data link layer provides the mechanism of error control in which it detects and
retransmits damaged or lost frames.

Flow Control: The data rate must be constant on both sides else the data may get corrupted thus, flow
control coordinates the amount of data that can be sent before receivingan acknowledgment.

Access Control: When a single communication channel is shared by multiple devices, the MAC sub-
layer of the data link layer helps to determine which device has control over the channel at a given
time.

Functions of the Network Layer

Routing: The network layer protocols determine which route is suitable from source to destination.
This function of the network layer is known as routing.

Logical Addressing: To identify each device inter-network uniquely, the network layer defines an
addressing scheme. The sender & receiver’s IP addresses are placed in the header by the network
layer. Such an address distinguishes each device uniquely and universally.

Functions of the Transport Layer

Segmentation and Reassembly: This layer accepts the message from the (session) layer, and breaks
the message into smaller units. Each of the segments produced has a header associated with it. The
transport layerat the destination station reassembles the message.

Service Point Addressing: To deliver the message to the correct process, the transport layer header
includes a type of address called service pointaddress or port address. Thus by specifying this address,
the transport layer makes sure that the message is delivered to the correct process.

Functions of the Session Layer

Session Establishment, Maintenance, and Termination: The layer allows the two processes to
establish, use, and terminate a connection.

Synchronization: This layer allows a process to add checkpoints that are considered synchronization
points in the data. These synchronization points help to identify the error so that the data is re-
synchronized properly, and ends of the messages are not cut prematurely and data loss is avoided.
Dialog Controller: The session layer allows two systems to start communication with each other in
half-duplex orfull-duplex.

Functions of the Presentation Layer

Translation: For example, ASClI to EBCDIC.

Encryption/ Decryption: Data encryption translates the data into another form or code. The
encrypted data is known as the ciphertextand the decrypted data is known as plaintext. A keyvalueis
used for encrypting as well as decrypting data.

Compression: Reduces the number of bits that need to be transmitted on the network.
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Functions of the Application Layer

e Network Virtual Terminal (NVT): It allows a user to log on to a remote host.

e File Transfer Access and Management (FTAM): This application allows a user to access files in a
remote host, retrieve filesina remote host, and manage or control files froma remote computer.

e Mail Services: Provide email service.

e Directory Services: This application provides distributed database sources and access for global
information about various objects and services.

What Is Data Encapsulation and Decapsulation Process?

Data Encapsulation

Data Encapsulation isthe process in which some extra informationisadded to the data itemto add some features
toit.

Process: -

Application Layer:

e Thedata originates from the application layer.
e Noencapsulationisdone here;it providesthe raw data to the presentation layer.

Presentation Layer:

e Thedatais translated, encrypted, orcompressed as needed.
o The presentationlayeraddsits header(if any) and passesthe datato the session layer.

Session Layer:

e Thesessionlayermanagessessions and controls dialogues.
e Itaddsits own header(ifany)and passesthe data to the transport layer.

Transport Layer:

¢ Thetransport layersegmentsthe dataintosmallerpiecesif necessary.

¢ It adds a transport header, which includes information like sequence and port numbers (e.g., TCP or UDP
header).

e Theresultingsegmentordatagramis passed to the network layer.

Network Layer:

e Thenetworklayerencapsulatesthe datawith anIP header, creating a packet.
¢ Thisheaderincludeslogicaladdressing (source and destination IP addresses) and other routing information.
e The packetisthen passedto the data linklayer.
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Data Link Layer:

e Thedatalinklayerencapsulatesthe packet with aframe headerand trailer.

¢ Theframe headerincludes physicaladdressing (MAC addresses) and error-checking information.
e TheframetrailertypicallyincludesaFrame Check Sequence (FCS)forerrordetection.

e Theresultingframeis passedtothe physical layer.

Physical Layer:

e The physical layer converts the frame into a bitstream of Os and 1s for transmission over the physical
medium.

e It dealswiththe electrical, optical, orradiosignals thatrepresent the bits.

e The bits are transmittedtothe receiving device.

Decapsulation Process: -

Physical Layer: Thisisthe actual hardware that transmits the raw bitstream overa physical medium, such as cables
orradiowaves. No headers or footers are added or removed here.

Data Link Layer: When data arrives at this layer, the physical layer's raw bits are assembled into frames. The data
link layer removes the frame headerand trailer added by the data link layer of the sender.

Network Layer: The data is then passed up to the network layer, where the network layer header (containing source
and destination IP addresses, etc.)is removed. This layer works with packets.

Transport Layer: The transport layer header, which includes information such as source and destination port
numbers, sequence, and acknowledgment numbers, isremoved. This layer works with segments (TCP) or datagrams
(UDP).

Session Layer: This layer manages sessions and dialogs. It establishes, maintains, and terminates connections
between applications. Session layer information is processed, but there are no specific headers or trailers to be
removed.

Presentation Layer: This layertranslates data between the application layerand the network format. It handles data
encryption, compression, and translation. Decapsulation involves converting the data to a format that the
application layercan understand.

Application Layer: Finally, the datareachesthe applicationlayer, where itis used by end-userapplications such as
web browsers, email clients, and file transfer programs.
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DATA ENCAPSULATION AND DECAPSU LATION

I PRESENTATION LAYER | -
| sessioniaver | -
| TRANSPORT LAYFR | -
[ owmunkiaver | [ rrame ]

Difference Between OSland TCP/IP model

OSI Model

OSI stands for Open Systems

Interconnection.
It has 7 layers.
Itis low in usage.
It is vertically approached.

Delivery of the package is
guaranteed in OSI Model.

Replacement of tools and changes
can easily be done in this model.

It is less reliable than TCP/IP
Model.
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TCP/IP Model

TCP/IP stands for Transmission

Control Protocol/Internet Protocol.

It has 4 layers.

It is mostly used.

It is horizontally approached.

Delivery of the package is not
guaranteed in TCP/IP Model.

Replacing the tools is not easy as
it is in OSI| Model.

It is more reliable than OSI Model.
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Key Component of Ethernet Networking

EthernetCables:

Twisted Pair Cables: Most commonly used in modern networks, especially Cat5e and Cat6 cables, which consist of
twisted pairs of wires to reduce electromagneticinterference.

Coaxial Cables: Used inolder Ethernet networks butlargely replaced by twisted pair cables.

Fiber Optic Cables: Used for high-speed and long-distance connections, transmitting data as light pulses.

Network Interface Cards (NICs):

Hardware installed in computers and devices to enable Ethernet communication.

Providesthe physical connection to the network medium (e.g., Ethernet cable) and handles dataframing and error
checking.

Switches and Hubs:
Switches: Central devices that connect multiple devices within an Ethernet network, using MAC addresses to
forward data only to the intended recipient.

Hubs: Older technology that broadcasts data to all connected devices, resulting in more network collisions and
inefficiency.

Routers:
Devices that connect multiple networks, such as connectinga LAN to the internet.
Routes data packets based on IP addresses.

Ethernet Frames:
The data packet structure usedin Ethernet networks.
Containsthe destination and source MAC addre sses, payload (actual data), and error-checkinginformation.

Ethernet Standards

Ethernetstandards are defined by the |IEEE (Institute of Electricaland Electronics Engineers)and designated as IEEE
802.3. Key standardsinclude:

e 10BASE-T: Operatesat 10 Mbps usingtwisted paircables.

¢ 100BASE-TX (FastEthernet): Operatesat 100 Mbps using twisted paircables.
o 1000BASE-T (Gigabit Ethernet): Operates at 1 Gbps using twisted pair cables.
e 10GBASE-T: Operates at 10 Gbps using twisted paircables.

e 100GBASE-T: Operatesat 100 Gbps, typically using fiber opticcables.

Key Component of Wireless Networking?

1. Wireless Access Points (APs):
o Devicesthatbroadcastand receive radio signals to connect wireless devices to a wired network.
o Oftenintegratedintorouters.

2. WirelessRouters:
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o Combine the functions of a router and an access point, providing both wireless connectivity and
network routing.
3. Network Interface Cards (NICs):
o Built into devices or available as external adapters, these enable devices to connect to wireless
networks.

Wireless Standards
Defined by the IEEE 802.11 family, common standardsinclude:

e 802.11n: Up to 600 Mbps.
e 802.11ac: Up to several Gbps, betterrange and speed.
¢ 802.11ax (Wi-Fi6): Improved performance in congested areas, higher data rates, better energy efficiency.

Operation

1. Data Transmission:
o Usesradiofrequencies (typically 2.4 GHz and 5 GHz bands) to transmit data.
o Devicescommunicate with the AP, which routes datato the network orinternet.
2. Security:
o Common protocols include WEP, WPA, and WPA2, with WPA3 being the latest standard for
enhanced security.

Advantages

e Mobility: Devices can connect from anywhere within the network's range.

e Convenience:Noneed forphysical cables.

e Scalability: Easy to add new devicesto the network. Considerations

¢ Interference: Radiosignals canbe affected by other electronicdevices, physical obstacles, and other Wi -Fi
networks.

e Range: Limited by the power of the AP and environmental factors.

e Security: Wireless networks are more vulnerable to unauthorized access, requiring robust encryption
methods.
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Cisco Three Layer Hierarchical Model

e Access— controls user and workgroup access to the resources on the network. This layer usually
incorporates Layer 2 switches and access points that provide connectivity between workstations and servers.
You can manage access control and policy, create separate collision domains, and implement port security at
this layer.

e Distribution — serves as the communication point between the access layer and the core. Its primary
functions are to provide routing, filtering, and WAN access and to determine how packets can access the
core. This layerdetermines the fastest way that network service requests are accessed —for example, how a
file request is forwarded to a server —and, if necessary, forwards the request to the core layer. This layer
usually consists of routers and multilayer switches.

e Core —alsoreferredtoas the network backbone, thislayerisresponsible fortransportinglarge amounts of
trafficquickly. The core layer provides interconnectivity between distribution layer devices it usually consists
of high speed devices, like high end routers and switches with redundant links.

What is broadcast and collision domains?
e Broadcast Domain

A Broadcast Domain is a scenario in which when a device sends out a broadcast message, all the devices present
in its broadcast domain have to pay attention to it. This creates a lot of congestion in the network, commonly
called LAN congestion, which affects the bandwidth of the users present inthat network.

e Collision Domain

A Collision Domain is a scenario in which when a device sends out a message to the network, all other devices
Anirban Lahiri
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which are included in its collision domain have to pay attention to it, no matter if it was destined for them or not.
This causes a problem because, in a situation where two devices send out their messages simultaneously, a
collision will occur leading them to wait and re-transmit their respective messages, one at atime. Remember, it
happensonly in the case of a half-duplex mode.

Broadcast domain

Router

Introduction to Cisco 10S: -

10S (Internetwork Operating System) is a multitasking operating system used on most Cisco Systems routers and
switches. 10S has a command-line interface with a predetermined number of multiple-word commands. The 10S
operating systemis used to configure routing, switching, internetworking and otherfeatures supported by Cisco |0S
devices.

There are three most common ways to access the Cisco 10S:

1. Console Access — This type of access is usually used to configure newly acquired devices. These devices usually
don’t have an IP address configured, and therefore cannot be accessed through the network. Most of the Cisco
devices have aphysical console port. This port can be connected toa computerusinga rollover cable, aspecial type
of cable with pinsonone end and reversed on the

Telnet Access — this type of access used to be a common way to access network devices. Telnet is a terminal
emulation program that enables you to access 10S through the network and configure the device remotely. The
device thatis being configured needsto have aTelnetserverinstalled and an IP address configured.

Telnet uses a well-known TCP port 23. One of the biggest disadvantages of this protocol is that it sends all data as
clear text, which includes the passwords! This is the reason why this type of access is usually not used anymore.
Instead, SSHis usually used.

SSH Access — like Telnet, this access type enables you to configure devices remotely, but it adds an extra layer of
security by encrypting all communications using public-key cryptography. SSH uses the well-known TCP port 22.

10S has many different modes. There are three main modes and many sub-modes. We will describe the three main
modes and one sub-mode.

e UserEXEC Mode — the default mode forthe IOS CLI. Thisisthe mode thata userisplacedinafteraccessing
the 10S. Only basic commands (like ping ortelnet) are availablein this mode.
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Steps of Router Boot Sequence:

1

When the router is turned on it performs the POST (Power On Self-Test) program. The POST program
tests the present hardware and checks it is operational or not. The POST programs are stored and run
from the ROM.

The bootstrap program present in the ROM checks the Configuration Register value to find where to
load the I0S. The default value of configuration register 0x2102 indicates that the router should load
the Cisco I0S Operating System software image from the flash memory and load the startup
configuration.

The Bootstrap Program looks for and loads the 10S program to the configuration register. This
program is also responsible for initializing the hardware and finding the 10S program location and
loadingthe 10S image from the flash memory.

If the Bootstrap program does not find the 10S image it will act as ROM Monitor. It supports a
command line that is used to perform configuration tasks.

The 10S finds the valid configuration file stored in NVRAM. This file is called startup -config.

If the Startup configuration(startup-config) is presentin NVRAM the router loads the fileinto RAM and
applies the startup-config file. If the file is not presentin NVRAM it tries to load a file from TFTP. If no
TFTP serverrespondsit enters the Setup mode.

When the Startup Configuration is loaded 10S will display CLI mode in user mode.

Router memory type

Read-Only Memory (ROM): ROM stores the bootstrap startup program of the router along with
the operating system software and other test programs like POST programs (Power On Self-Test).
Flash Memory: Flash memory generally called flash holds the I0S images. The flash contentis used by
the router at the time of reload. Flash is erasable and reprogrammable ROM.

Random Access Memory (RAM): RAMstores information such as routing tables and running
configurationfiles. RAM is volatile hence; its contentis lost during router powerdown and reload.
Non-volatile RAM (NVRAM): NVRAM stores the startup configuration files. It is non-volatile RAM,;
hence contents are not lost during router power down and reload.

What Is Routing?

Routing in a router is the process by which a router determines the best path for data packets to travel across a
network. This involves examining the destination address of the packets, consultingaroutingtable, and forwarding
the packets to the appropriate next hop or destination. Here’s a detailed explanation of routingin routers.

[ TypesofRouﬁng l

Routing can be classified into three categories:

* Static Routing {T}pesOfRollﬂnlJ
* Default Routing

* Dynamic Routing | |

- = 2 i
Static Dynamic ) Default
Routing Routing - Routing
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What is routing Table?

Routing Table: A router maintains a routing table that contains information about the various paths to different
network destinations. The table includes:

e Destination network addresses

e Subnetmasks

¢ Nexthopaddresses(the nextrouterinthe path)

e Interface through which the packetshould be forwarded

e Metrics todetermine the best path (e.g., hop count, bandwidth, latency)

What is Static Routing: -

Static routing is a method of network routing where routes are manually entered into the routing table by an
administrator. Thisinvolves specifying fixed paths for data packets to travel through the network. These routes do
not change unlessthey are manually updated by the network administrator.

How Static Routing Works

¢ Manual Configuration: Network administrators manually configure routes using commands on routers.

e FixedPaths: Once set, these routes remain constant unless manually modified.

e No Dynamic Adjustments: Unlike dynamicrouting protocols, staticroutes do notadaptto networkchanges
automatically.

Advantages of Static Routing

1. Simplicity:
o Static routes are straightforward to configure and manage in small networks with limited routing
paths.

2. Predictability:
o Because the routes do not change automatically, network behavior is predictable, making
troubleshooting easier.
3. Security:
o Since staticroutes do notrely on dynamicrouting protocols, there is less risk of routinginformation
beingintercepted oraltered by malicious actors.

Anirban Lahiri

Assistant Professor

Department of CyberScience & Technology
BRAINWARE UNIVERSITY.

15



BRAINWARE UNIVERSITY
BNC37107 CLASS NOTES Switching and Routing

»  Network A: 192.168.1.0/24, connected to R

s Network B: 192.168.2.0/24, connected to R2
To enable communication between these networks:

* OnR.L

arduino (P Copy code

R1{config)# ip route 192.

e OnR2:

arduino 2 Copy code

R2(config)# ip route 152.168.1.8 255.255.255.8

What is Dynamic Routing: -

Dynamic routing is a method used in networking where routers automatically adjust the paths that data packets
take to reach their destination based on the current state of the network. Unlike static routing, which requires
manual configuration, dynamic routing uses routing protocols to exchange information about network topology
changes and automatically update routing tables.

Key Features of Dynamic Routing

1. Automatic Updates:
o Routersdynamically share routinginformation and update theirrouting tables basedonchanges in
the network, such as link failures ortopology changes.
2. Routing Protocols:
o Dynamic routing relies on specific protocols to facilitate the exchange of routing information.
Common dynamicrouting protocolsinclude:
*  RIP (Routing Information Protocol)
= OSPF (Open Shortest Path First)
= EIGRP (Enhanced Interior Gateway Routing Protocol)
= BGP (Border Gateway Protocol)
3. Path Selection:
o Routersuse metricssuch as hop count, bandwidth, delay, and costto determine the best path to a
destination.
4. Scalability:
o Dynamic routing is scalable and suitable for large and complex networks where manual
configuration of staticroutes would be impractical.
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Advantages of Dynamic Routing

1. Automatic Adaptation:
o Routersautomatically adaptto changesinthe network, such as link failures or congestion, ensuring
optimal routing without manual intervention.
2. Scalability:
o Dynamicrouting protocols can handle large and complex network topologies, makingthem suitable
for enterprise and ISP networks.
3. Reduced Administrative Overhead:
o Less manual configuration is needed compared to static routing, reducing the burden on network
administrators.
4. Efficient Network Utilization:
o Dynamicrouting protocols can find the best paths based on real -time network conditions, leading to
efficient use of network resources.

What Is The Difference Between Static And Dynamic Routing?

Static Routing Dynamic routing
1. The network administrator must do the 1. Routing entry is done by routing
route entry in the routing table. protocol.

2. More overhead to a network
administrator. Less overhead to a network

Less CPU utilization. administrator.

It does not use a complex algorithm. High CPU utilization

Implemented in a small network. It uses a complex algorithm.
Additional resources are not required. Implemented in a large network.
Additional resources are required.

N

S L8 o8
oL LA

What is default routing and why it need:

Defaultrouting is a technique used in network routingwhere arouteris configured to send all packets destined for
unknown networks to asingle, specificnext-hop address or exitinterface. This "default route" serves as a catch-all
path forany packetsthat do not have a more specificmatchinthe router's routing table.

Why Default Routing is Needed

1. Simplifies Routing Table:
o In networks with many potential destinations, maintaining specific routes for each possible
destination can be cumbersome and resource-intensive. A default route simplifies the routing table
by reducingthe number of routes that need to be maintained.
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2. Connectsto Unknown Networks:

o Default routing is particularly useful for stub networks, which have only one route to the outside
world (e.g., asmall branch office connectingto a larger corporate network). It allows these networks
to send trafficto any unknown destination through asingle route without needing specificroutes for
each external network.

Configuration of Default Routing

Syntax

The syntax for configuring a default route on a Cisco router is:

plaintext (P Copy code

ip route 6.6.8.0 08.8.8.8 <next-hop IP address or exit interface»

IP version 6 addressing

Necessity of IPv6
Here are some valid reasons why companies are beginning to migrate to an IPv6 environment:

Currently more than 1 billion people are connected to the Internet, and this is exponentially increasing
based on fast-emerging technical markets such as Chinaand India.

More than 1 billion mobile phones are currently on the market, most of which support limited data services,
and thisis expectedto grow not onlyin numbers, butalso with the enhanced offerings of data services these
phone and providers are capable of delivering.

More than 30 million PDAs and similar devices offer common data services such as e-mail and web browsing,
and thisnumberis expectedto grow as more and more businessesimplement mobile applications.

More data services are being offered on consumer products, such as automobiles, household appliances,
and industrial devices, and this numberis expected to grow into the billions.

IPv6 Features

Very large address space IPv6’s large address space deals with global growth, where route prefixes can be
easily aggregated in routing updates. Support for multihoming to ISPs with a single address space is easily
accomplished. Autoconfiguration of addressing information, including the capability of including MAC
addressesinthe IP address, aswell as plugand play options, simplifies address management. Renumbering
and modification of addresses is easily accommodated, as well as public-to-private readdressing without
involving address translation.

Security IP security (IPSec) is builtinto IPv6, whereas itis an awkward add-onin IPv4. With IPv6, two devices
can dynamically negotiate security parameters and build a secure tunnel between them with no user
intervention.

Mobility With the growth of mobile devices, such as PDAs and smart phones, devices can roam between
wireless networks without breaking their connections.

Streamlined encapsulation The IPv6 encapsulationis simplerthan IPv4, providing faster forwarding rates by
routers and better routing efficiency. No checksums are included, reducing processing on endpoints. No
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broadcasts are used, reducing utilization of devices within the same subnet. QoS informationis builtinto the
IPv6 header, where a flow label identifies the traffic; this alleviates intermediate network devices from
havingto examine contentsinside the packet, the TCP/UDP headers, and payload information to classify the
trafficfor QoS correctly.

Transition capabilities Various solutions exist to allow IPv4and IPv6to successfully coexist when migrating between
the two. One method, dual stack, allows you to run both protocols simultaneously on an interface of a device. A
second method, tunneling, allows you totunnel IPv6 overIPv4and vice versato transmitan IP version of one type
across a network using another type. Cisco supports a third method, referred to as Network Address
Translation-Protocol Translation (NAT-PT), to translate between IPv4 and IPv6 (sometimes the term Proxy is used
instead of Protocol).

IPv6 Address Format
Here are some importantitems concerning IPv6addresses:

e Hexadecimal values can be displayedin either lower- or upper-caseforthe numbers A—F.

e Aleadingzeroinasetof numberscan be omitted; for example, you could eitherenter 0012 or 12 in one of
the eightfields—both are correct.

e If you have successive fields of zeroes in an IPv6 address, you can represent them as two colons (::). For
example, 0:0:0:0:0:0:0:5 could be represented as:5 and ABC:567:0:0:8888:9999:1111:0 could be
represented as ABC:567::8888:9999:1111:0. However, you can only dothis once inthe address:
ABC:567::891::00 would be invalid since :: appears more than once in the address. The reason for this
limitationisthatif you hadtwo or more repetitions, you wouldn’t know how many sets of zeroes were being
omitted from each part.

e Anunspecified addressisrepresented as ::, since it contains all zeroes.

Types of IPv6 Addresses
e Anycast Very different from an IPv4 broadcast—one-to-the-nearest interface, where many interfaces can
share the same address
e Multicast Similartoa multicastin IPv4—one to a group of devices
e Unicast Representsasingle interface

Global Addresses With the exception of the multicast address space of FFOQO: :/8, unicast and anycast addresses
make up the rest. However, IANA has currently assigned only 2000: :/3 addresses to the global pool, which is about
1/6th of the available IPv6 addresses. Of these addresses, only 2001: :/16 are assigned to various Internet address
registries. Global unicast addresses are made up of two components, shownin Figure 24-2:subnetID (64 bits) and
an interface ID (64 bits). The subnet ID contains the registry of the address (whichis responsibleforassigningit, such
as IANA), the ISP prefix (which ISP is associated with the address), the site prefix (which company is assigned the
address space), and a subnet prefix (subnets within the site). ISPs are assigned an ISP prefix range thatallows them
easily to aggregate their prefixes, advertising just asingle route to the Internet backbone; thisalleviates one main
problem today with how the Internetgrew and how ISPs, initially, were assigned IPv4address spaces thatcould not
easily be summarized. Another advantage of this address allocation is that the subnet prefix is 16 bits in length.
Therefore, with asingle globalsite address, acompany can address up to 65,536 subnets.
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The last half of the IPvbaddress, the interface ID, represents a particularinterface withinthe site. One requirement
with addresses from 2000::/3 through E000::/3 is that the interface ID must have a 64-bit value initto be considered
valid. Therefore, addresses that have Os for the last 64 bits are considered invalid IPv6 unicast addresses. For
example, 2004:1234:5678:90AB:: is invalid, since the interface ID (the last 64 bits—that is, the last four sets of
numbers) are binary zeroes.

MAC address

24 48
oul NIC ID
R D
'._A\\ \\
\\ \\\
64 80 9%~~_ 112 ~.128
+ FF | FE !
< Interface ID >

IPv6 unicast EUI-64 ID

Address Assignment

You can use four methodsto assign an interface an IPv6address: two are done staticallyand twodynamically. The
followingthree
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BNC37107 Switching and Routing
Multiple-choice Questions
1. Which layer of the OSI model is responsible
for data encryption and decryption?

IP Addressing

6. What is the default subnet mask for a Class B

A. Physical IP address?

B. Data Link

C. Network A. 255.0.0.0
D. Presentation B. 255.255.0.0

At which layer of the OSI model does routing
occur?

A. Physical
B. Data Link
C. Network
D. Transport

Which of the following is NOT a function of
the Data Link layer in the OSI model?

A. Error detection and correction
B. Frame sequencing

C. Path determination

D. Mediaaccess control

What is the primary purpose of the Transport
layer in the OSI model?

A. Addressing

B. Data encapsulation
C. Reliable datatransfer
D. Data representation

Which protocol operates at the Network
layer of the OSI model?

A.TCP

B.IP

C.FTP

D. Ethernet
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C. 255.255.255.0
D. 255.255.255.255

Which of the following IP addresses is a
loopback address?

A.10.0.0.1
B. 169.254.0.1
C.127.0.0.1
D. 192.168.0.1

What is the purpose of a subnet mask in IP
addressing?

A. To identify the network portion of
an IP address

B. To identify the host portion of an IP
address

C. To identify the default gateway

D. To identify the broadcast address

9. Which of the followingis a private IP address

range?

A.172.32.0.0 - 172.33.255.255
B. 192.168.0.0 - 192.168.255.255
C. 200.0.0.0 - 200.0.0.255

D. 224.0.0.0 - 224.0.0.255

10. What does CIDR stand for?

A. Classless Internet Domain Routing
B. Classful Inter-Domain Routing

C. Classless Inter-Domain Routing

D. Classful Internet Domain Routing
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11.

12.

13.

14.

15.

16.

What is the primary function of a router?

A. Connect multiple devices within
the same network

B. Forward data packets between
different networks

C. Provide IP addresses to devices

D. Translate domain names into IP
addresses

Which of the following routing protocols is a
distance vector protocol?

A. OSPF
B. EIGRP
C.RIP
D. BGP

What does the acronym BGP stand for?

A. Border Gateway Protocol

B. Basic Gateway Protocol

C. Border Group Protocol

D. Backbone Gateway Protocol

Which metric does OSPF use to determine
the best path to a destination?

A. Hop count
B. Bandwidth
C. Delay

D. Cost

Which type of routing protocol is OSPF?
A. Distance vector
B. Link state
C. Pathvector
D. Static

In EIGRP, what is the feasible successor?

A. The best path to a destination
B. A backup path to a destination
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17.

18.

19.

20.

21.

Switching and Routing
C. The path with the highest
bandwidth
D. The path withthe lowestdelay

Which command would you use to view the
routing table on a Cisco router?

A.showiproute

B. showipinterface
C. show version

D. show interfaces

What is a characteristic of dynamic routing?

A. Requires manual configuration

B. Automatically adapts to network
changes

C. Uses a fixed path for data packets
D. Suitable for small networks only

Which of the following is a link-state routing
protocol?

A.RIP
B. OSPF
C. EIGRP
D. BGP

What is the main advantage of using a
hierarchical network designin OSPF?

A. Simplifies IP address management
B. Reducesthe size of routing tables
C. Increases network latency

D. Eliminates the need forrouters

What is the purpose of the OSI model in
networking?

A. To define the architecture for
network protocols

B. To establish a framework for
software development

C. To specify the physical network
infrastructure

D. To manage network security
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22. Which layer of the OSI model is responsible
for end-to-end communication and provides
services like encryption and decryption?

A. Transport Layer

B. Presentation Layer
C. Application Layer
D. Session Layer

23. What is the primary function of the Network
Layer in the OSI model?

A. Error detection and correction

B. Data link control

C. Routingand addressing

D. Session establishment and termination

24. Which addressing scheme is used by IPv6?

A. 32-bit
B. 128-bit
C. 64-bit
D. 16-bit

25. What is the purpose of ARP (Address
Resolution Protocol)?

A. To map IP addresses to MAC addresses
B. To discoverthe default gateway

C. Toresolve domainnamesto IP addresses
D. To establish asecure connection

26. In networking, what is the function of a
router?

A. Connects devices withinthe same network

B. Filters and forwards packets between different
networks

C. Manages network security

D. Assigns IP addresses dynamically

27. Which protocol is used for secure
communication over a computer network?

Correct Answer:
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28.

29.

30.

31.

32.

Switching and Routing
A. HTTP
B. FTP
C. SSH
D. SNMP

What is the primary purpose of DNS (Domain
Name System)?

A. AssigningIP addresses to devices

B. Resolvingdomain namesto IP addresses
C. Encrypting network communication

D. Managing network resources

Which subnet mask is associated with the
Class B IP address range?

A. 255.255.255.0
B. 255.0.0.0

C. 255.255.0.0

D. 255.255.255.255

What is the purpose of ICMP (Internet
Control Message Protocol)?

A. To encapsulate datafortransmission
B. To manage network traffic congestion
C. To diagnose network-related issues
D. To establish asecure connection

What does NAT (Network Address
Translation) do in networking?

A. Assigns unique IP addresses to devices

B. Maps private IP addresses to a public IP
address

C. Encrypts network traffic

D. Manages network security policies

Which of the followingis a layer-2 devicein a
network?

A. Router
B. Switch
C. Hub

D. Firewall
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Sl. No. Right Answer

1 D. Presentation

2. C. Network

3. C. Path determination

4, C. Reliable datatransfer

5. B. IP

6. B. 255.255.0.0

7. C.127.0.0.1

8. A. To identify the network portion of an IP address
9. B. 192.168.0.0 - 192.168.255.255

10. C. Classless Inter-Domain Routing

11. B. Forward data packets between different networks
12. C.RIP

13. A. Border Gateway Protocol

14. D. Cost

15. B. Link state

16. B. A backup path to a destination

17. A. showiproute

18. B. Automatically adaptsto network changes

19. B. OSPF

20. B. Reducesthe size of routing tables

21. A. To define the architecturefornetwork protocols
22. B. Presentation Layer

23. C. Routingand addressing

24, B. 128-bit

25. A. To map IP addressesto MAC addresses

26. B. Filters and forwards packets between different networks
27. C.SSH

28. B. Resolvingdomain names to IP addresses

29. C. 255.255.0.0

30. C. To diagnose network-related issues

31. B. Maps private IP addressesto a publiclP address
32. B. Switch

Short Answer Types Questions

Network Models

What is the primary function of the Network Layerin the OSI model?

Which layer of the OSI modelisresponsible forerrordetectionand recovery?
Name two protocolsthat operate at the Transport Layer of the OSI model.
What is the primary purpose of the Physical Layerinthe OSI model?
Explainthe difference between the OSI modeland the TCP/IP model.

vk wN e
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IP Addressing

L 0N

What is the difference between IPv4and IPv6addressing?

How many bits are thereina subnet mask for a Class C IPv4 address?

What isthe purpose of a subnet maskinIP addressing?

Define private IP addresses and give an example of a private IP address range.

. What isa loopback IP addressand what isits purpose?

Routing Basics

11.
12.
13.
14.
15.

What is the primary function of a routerina network?
Explain the concept of routing tables.

What is the difference between staticand dynamicrouting?
Name two common dynamicrouting protocols.

What is the purpose of the default gateway in anetwork?

Long Answer Types Questions

Network Models

N

Describe the functions of the Data Link Layerin the OSI model and name two sublayers.

Compare and contrast the OSI model with the TCP/IP model in terms of layers and functionality.

Explainthe role of the Session Layerin the OSImodel and provide two examples of protocols that operate at
this layer.

IP Addressing

Differentiate between classful and classless IP addressing, providing examples for each.

Explain the concept of CIDR (Classless Inter-Domain Routing) and its advantages over traditional IP
addressing methods.

Describe the process of subnetting andits benefits in network management.

Routing Basics

L 00 N

Explain how a router determines the best path forforwarding packetsin anetwork.
Compare and contrast link-state and distance-vector routing protocols, providing examples of each.
Describe the purpose and process of the Address Resolution Protocol (ARP) in networking.

. Explainthe difference betweeninterior and exteriorrouting protocols, providing examples of each.
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Module ll
Dynamic Routing

Dynamic Routing Protocol Types. :-

Dynamic

Switching and Routing

. Routing
L] \ , 1
Distance | | Link | . ‘ Path
’| Vector § State & Hybixd . Vector
S g | - =
' RIP |' IGRP \' OSPF EIGRP BGP

IGP Routing Protocol: -

IGP standsfor Interior Gateway Protocol, which is atype of routing protocol used within an autonomous system (AS)
or a single administrativedomain. An IGP is responsible for exchanging routing information between routers within

the same AS
EGP Routing Protocol: -

EGP stands for Exterior Gateway Protocol. Unlike IGP
(Interior Gateway Protocol), which operates within a

IGP

EGP

single autonomous system (AS), EGP is used for
routing between different autonomous systems in
the context of the Internet or interconnected
networks.

Interior Gateway
Protocol

Routing protocols used
within an autonomous
system

All routers will be
routing within the
same Autonomous
boundary

RIP, IGRP, EIGRP,
OSPF, IS-1IS

Exterior Gateway
Protocol

Routing protocol used
between different
autonomous systems
Routers in different AS
need an EGP

Border Gateway
Protocol is extensively
used as EGP
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Distance Vector Routing Protocols:

These protocols determine the best path to a destination based on the number of hops (distance) between
routers. Examplesinclude:

RIP (Routing Information Protocol): RIP uses hop count as the metric and employs the Bellman-Ford
algorithm.

IGRP (Interior Gateway Routing Protocol): Cisco's proprietary distance vector protocol, which uses a
composite metricincluding bandwidth, delay, reliability, and load.

EIGRP (Enhanced Interior Gateway Routing Protocol): Also developed by Cisco, EIGRP is an advanced
distance vector protocol thatincludes features like partial updates and convergence optimization.

Link State Routing Protocols:

These protocols build a detailed map of the network by exchanginginformation about network links and their
states. Examplesinclude:

OSPF (Open Shortest Path First): OSPFisa link state routing protocol that uses a link state database and
the Dijkstraalgorithm to calculate the shortest path tree.

IS-1S (Intermediate System to Intermediate System): IS-1Sis another link state protocol commonly used
inlarger service provider networks and also uses the Dijkstraalgorithm.

Hybrid Routing Protocols:

Hybrid protocols combine features of both distance vectorand link state protocols. They are designed to offer
the advantages of both types while minimizing their limitations. An example is:

EIGRP (Enhanced Interior Gateway Routing Protocol): EIGRP, despite being classified as a distance
vector protocol, incorporates some link state characteristics, such as maintaining atopology table.

Path Vector Routing Protocols:

¢ These protocols are similar to distance vector protocols but maintain more information about the path to
each destination. The main exampleis:
o BGP (Border Gateway Protocol): BGP is the core routing protocol of the Internet and operates by
exchanging routing and reachability information with other BGP systems (peers).Itis unique in its
use of policy-based routing decisions and path attributes.

Routing Information Protocol:

RIP is usually known as DISTANCE VECTOR ROUTING PROTOCOL. Here Distance is referring to thenumber of
Hops whichis calculated by the routerto reach a specificdestination. Vector means direction, i.e. the path
that the router chooses to reach the subnet.
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X
(Metric

In the above scenarioif R1 want to build communication with Subnet —X then, R1 has got three differentpaths (via
R2, via R5 and via R7) to reach Subnet X. To choose the best path, R1 will calculatethe metric for each path. As
according to the diagram if R1 wants to reach Subnet X via R2, then the metricfor the route will 4. Similarly if R1
choose the route viaR5 to reach Subnet Xthe metricfor theroute will be 3and if R1 choose the route viaR7 to reach
Subnet Xthe metricfor the route will be 2.

Sothe bestroute forR1 toreach Subnet X will be viaR7as itis havinglowest metricthan the othertworoutesi.e.via
R2 andR5.

Graphical Representation of the Distance Vector Concept

| ViaR2metric 4 | .
R1 metric to reach SubnetX ‘ S

______________________

R1 knows thatare three routesto reach SubnetX. If R1 choose the route viaR2 the metricis 4. That meansthere
are 4 hops via R2or we may say that there are 4 routers between R1and subnet X. Similarly, if R1 choose the
route via R5 to reach subnet X there is 3 hops or 3 routers and 2hops or 2 routers via R7. R1 can calculate the
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number of hops/routers by the value of the metric, butindistance vector protocol concepttherouter does not
have the total information of the entire topology. It only contains information about the directly connected
neighbors (routers). Though it knows that there is other routers presentin the topology.As in the above scenario

R1is only aware aboutitsdirectly connected neighbors (i.e. R2, R5, R7). R1 does not have any information about
R3, R4, R5 and R8.

Concept of Learning Route by Distance Vector Protocol

F20/1 100.30.22.2 /24

30/0
Fa0/0
‘ F:::____:‘— 50/1/0
R1 R2
‘ 100.30.11.1 |""-———-"" N — -

100.30.1.2
Fa0/0 100.30.21.2 /24

The Route Learning Process Took Place Between R1 and R2

Subnet 100.30.11.0 and 100.30.1.0 are the directly connected subnets of R1. So, their metricsconsideredtobe 0 for
R1. Similarly, subnet 100.30.1.0, 100.30.21.0 and 100.30.22.0 are the directly connected subnets of R2. So, their
metricwill be considered as 0 for R2.

Subnets thatneedto be advertise by R1to R2is 100.30.11.0 and the subnetthat need to beadvertise by R2to R1 are
100.30.21.0 and 100.30.22.0. Subnet 100.30.1.0 is directly connected by both the routers. So, none of the routers
needtoadvertise the route to each other.

When a routeradvertises any route fromits routing table itadds 1to the present metricvalueofthe route.

When R1 receives Rip update from R2, R1 adds those Rip updates in its routing table. As R1 has got no other
alternate path to reach those subnets, so the Rip update receives from R2 isthe best possible route to reach the
subnets.

For the learned route, R1 uses an outgoing interface SO/0 as R1 has received routing updatefrom R2 on R1’s SO/0
interface.

For the learned route, R1will use the next hop IP address 100.30.1.2 of router R2, because inthe Rip update sent by
R2, the source IP address was 100.30.1.2.

R1Routing Table R2 Routing Table
Source | Subnet Out NextHop | Metric Source | Subnet Outint. | NextHop | Metric
_ [y Conn | 100.30.21.0/24| FA0/O N/A 0
Rip 100.30.21.0/24| S0/0 | 100.30.1.2 1 / / ;
; C 100.30.22.0/24  FAOQ/1 N/A 0
Rip | 100.30.22.0/24| S0/0 | 100.30.1.2| 1 onn
Conn | 100.30.11.0/24| FA0/O N/A 0 Rip 100.30.11.0/24| S0/1/0 | 100.30.1.1 1
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Important Fasts of Distance Vector Routing Protocol

Switching and Routing

Periodic: In Distance Vector Routing the routing updates are sentin regularintervals. Thedefaultinterval timer is 30

secC.

Full updates: The routers sends full updates each and every time, instead of sendingchanged or new routing

information.

Full updates limited by Split Horizon rule: The router omits some routesin routingtable because of the splithorizon

rule. Thisrule isimplemented forloop avoidance in the network.

What is Routing Loop

It is the process where a router forwards a packet towards the destination and the packets
repeatedly returns to the source and the process continue to go on. This result in wastage of
unnecessary bandwidth and generation of useless traffic. Distance Vector Protocol is very simple and
dueits simplicity itintroduces the possibility of routing loop.

Factors of loop prevention

e SplitHorizon Rule

¢ Route Poison

e PoisonReverse

¢ Hold Down Process and Hold Down Timer

Split Horizon Rule: This rule says that router will not add those routesinits routingupdate whose outgoinginterface

issame from where the routing update is forwarded

Fa0/1 100.30.22.2 [24

Fag/o s0/0
| | 50/1/0
s 100.30.1.1 R2
100.30.111 — ——— -50. L. T
100.30.1.2
Fa0/0 100.30.21.2 /24
R1 Routing Table R2 Routing Table
Source | Subnet Out Next Hop | Metric Source | Subnet Outint. | Next Hop | Metric
int. Conn | 100.30.21.0/24| FA0/O N/A 0
Rip 100.30.21.0/24| So/0 | 100.30.1.2 1 Conn | 100.30.22.0/23| FAO/L NJA =
Ri 100.30.22.0/24| so/o | 100.30.1.2 1
P / / Conn | 100.30.1.0/24 | S0/1/0 N/A 0
Conn 100.30.1.0/24 | S0/0 N/A 0 :
Conn | 100.30.11.0/24| FAO/0 N/A = Rip 100.30.11.0/24 | S0/1/0 | 100.30.1.1 1
RIP UPDATE  100.30.11.0, Metric-1 > £ 100.30.21.0, Metric-1  RIP UPDATE

100.30.22.0, Metric-1

In this scenario, inthe routing table of R1is havinginformation of foursubnets. Butatthe time of sending
routing update itonly sends information about the subnet 100.30.11.0, because the outgoing interface of all
theothersubnetis same with the interface from where the routing updateis advertised (i.e. interface s 0/0).

Similarly, R2 is also having information of four subnets in its routing table. At the time of sending routing
updatethrough interface S0/1/0, the router will omit those routes whose outgoinginterface isS0/1/0in the
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Route Poison: When any link or subnet of a router goes down, the router immediately reacts with the change and

also informs the other router about the change. This helps the other routers in the network to know about the
poisonroute and update the informationinits routing table.

Fa0/1 100.30.22.2 [24

s0/0
Fa 0/0 {:}
oo f::’%
! R2
— 100.30.1.1 ~ _
100.30.11.1  — — — e
100.30.1.2
Fa0/0 100.30.21.2 /24
R1 Routing Table R2 Routing Table
Source | Subnet Out NextHop | Metric Source | Subnet Outint. | NextHop | Metric
: int. Conn | 100.30.21.0/24| FAQ/O N/A 0
Rip | 100.30.21.0/24| 50/0 | 100.30.1.2 1
Rip | 100.30.22.0/24| so0/0 | 100.30.1.2| 16 e il I I
Conn | 100.30.1.0/24 | S0/0 N/A 0 Conn | 100.30.1.0/24 | S0/1/0 N/A
Conn 100.30.11.0/24 | FA0/0 N/A 0 Rip 100.30.11.0/24 | S0/1/0 | 100.30.1.1 1

¢ In the above scenario of route poison, a subnet (100.30.22.0) of R2 goes down, the router R2immediately
reactwith the change and remove the link informationfrom the routing table.

e AsR1 receivestheinformation update about the poisonroute from R2, R1 immediately mark the route as an
infiniteroute initsrouting table.
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Poison Reverse: Itisthe process where, when arouter receives a poison route message, the router suspends thesplit
horizon rule and forward back the message towards the source.

Fa0/1 100.30.22.2 [24

Fa0/0

&

Fa0/0 100.30.21.2 /24

‘ 50/0

50/1/0

100.20.1.1

‘ 100.30.11.1

100.20.1.2

R1 Routing Table R2 Routing Table

Source | Subnet Out Next Hop | Metric Source | Subnet Outint. | NextHop | Metric
int. Conn | 100.30.21.0/24| FAD/0 N/A 0
Rip 100.30.21.0/24| s0/0 100.30.1.2 1
Rip 100.30.22.0/24| S0/0 | 100.30.1.2 16 wonnm | oU.sU.2s AR PAbIL S Y
Conn | 100.30.1.0/24 | S0/0 N/A 0 Conn | 100.30.1.0/24 | S0/1/0 N/A
Conn 100.30.11.0/24 | FA0/0 N/A Rip 100.30.11.0/24| s0/1/0 | 100.30.1.1 1
PROCESS-1
/Jl:| 100.30.22.0, Metric-16
~ Triggered partial update
PROCESS-2 58 P P
100.30.22.0, Metric-16 :’\
Triggered partial update 4
R1 Routing Table R2 Routing Table
Source | Subnet Out NextHop | Metric Source | Subnet Outint. | Next Hop | Metric
: int. Conn | 100.30.21.0/24| FAO/0 N/A 0
R!p 100.30.21.0/24| sS0/0 | 100.20.1.2 1 Conn 100.20.22.0/24| FAO/1 N/A 16
Rip 100.30.22.0/24| so0/0 100.30.1.2 16
Conn 100.30.1.0/24 | $0/0 N/A 0 Conn 100.30.1.0/24 | so/1/0 N/A 0
Conn 100.30.11.0/24 | FA0/0 N/A 0 Rip 100.30.11.0/24| S0/1/0 | 100.30.1.1 1
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Hold-down Process and Hold-down Timer

When a subnet or link is considered to be in down state the routers hold it down for a while so that,other routers
know and ensure that a link has gone down. This processis called Hold-down process.

When a router hears a poison route advertisement from the other router, the router starts a Hold-down timer for
that route. Until the timer expires, the router does not believe any routing advertisement for that route. However, if
the router gets any information from the primary source,the router believes the update information, before the
Hold-down timer expires.

Enhanced Interior Gateway Routing Protocol (EIGRP)

Enhanced Interior Gateway Routing Protocol (EIGRP) isa dynamicrouting protocol thatis usedto find the best path
between any two-layer 3 devices to deliver the packet. EIGRP works on network layer Protocol of OSI model and
uses protocol number 88. It uses metrics to find out the best path between two layer 3 devices (router or layer 3
switches) operating EIGRP.

What Is Administrative Distance:

Administrative distance is crucial in scenarios where arouter receives routing information aboutthe same network
from multiple sources. The router will preferthe route with the lowest administrative distance.

Internal EIGRP Routes: Routes learned within the same Autonomous System (AS) using EIGRP have an
administrative distance of 90.

External EIGRP Routes: Routes learned from another AS (external routes redistributed into EIGRP) have an
administrative distance of 170.

What Is Autonomous System:

In EIGRP (Enhanced Interior Gateway Routing Protocol), an Autonomous System (AS) refers to a collection of IP
networks and routers underthe control of a single organization oradministration that presentsacommon routing
policy to the internet.

Neighbor Discovery:

It is the process where the router generates or sends Hello messages to discover potential
EIGRP routers and perform aroutine check to acceptthe discovered router as neighbor.
The router checks the following setting to determineif the router should be allowed to be aneighbor:

® The routers must passthe authentication process.
® Therouters mustuse the same configured AS number.

® Thesource IPaddress used by the neighborHellomustbe inthe same subnet.

Topology Exchange:
Here the neighbor exchanges the full topology database and partial updates are sent as
needed based on changes tothe network topology.

Choosing Routes:
Each router analyzes its respective EIGRP topology table so that the routers can choose the
lowest metricroute toreach each subnet.
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Messagesin EIGRP

1. Hello

Update ------------------- RTP
3. Query ------eeeeeeeeee- RTP
4. Reply--------m-mmmmmeemee- RTP
5. Acknowledgement

Full and Partial EIGRP updates:

——

HELLO (Neighbor discovery) HELLO (Neighbor discovery)

A

v

Full Routing Update Reliable Full Routing Update

A
v

Update

Continuous Update

Continuous Update

v
A

Partial updates (if Partial updates (if
convergence takes > < convergence takes
place) place)

EIGRP metric calculation formula

METRIC = [ ( 107 / Least-bandwidth) + cumulative Delay] x 256

Here:bandwidthisin kbps.
e Least-bandwidth: Representsthe lowest bandwidth linkinthe route.
e The Cumulative-Delay value usedin formulaisthe sumtotal of all the delayvalue for all links in the in the
route. The default Delayinserial linkis 20,000ms and the default Delayin fast ethernetlink is 100 ms.
e Unlike OSPFthereisnoconceptof DRand BDR.
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Feasible Distance & Reported Distance

Feasible Distance:
The metricof the bestroute to reach a subnet, as calculated on a EIGRP router.

Reported Distance / Advertised Distance:
The metricas calculated on a neighboring routerand thenreported and learned in an EIGRP update.

EIGRP Successor and Feasible Successor

EIGRP calculates the metricforeach subnetand find out the bestroute for a particular subnet, the best metricroute
isselected andiscalled the Successor. The routing table select the Successorroute entry to reach a particularsubnet.
(Thisroutermetricis called the feasible distance).

The rest of the routes discovered by the routerto reach the same subnet—routes whose metricwas larger than the
FD, EIGRP needs to determine which can be used immediately if the currently best route fails., without causing
routingloop.

These immediate alternative free backup usableroutes are called Feasible Successor

Condition of becoming Feasible Successor
If a non—successorl routes RD is less than the FD, the route is a Feasible Sucessor route.

+_______-———- Subnet A metric 15000

Subnet A metric 13000

called Diffusing
. When the new

Subnet A

Subnet A metric 10000

R1 calculate FD for each subnet:

Route through Router R2 — 19000 Rlroutingtable: gyppeta metric14000 th rough R4
Route through Router R3 — 16000
Route through Router R4 - 14000

R1 topology table for subnet A

Route through R4 — SUCCESSOR
Route through R3 — FEASIBLE SUCCESSOR (as because R3 RD is 13000 which isless than R1's metric)
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Difference Between RIP and EIGRP

SR.NO RIP EIGRP

1 RIP stands for Routing Information EIGRP stands for Enhanced Interior Gateway Routing
’ Protocol. Protocol.

5 RIP works on Bellman Ford algorithm. EIGRP works on DUAL (Diffusing Update Algorithm)

It is a industry standard dynamic routing

Algorithm.

3. Itis a Cisco standard routing protocol.
protocol.
4 It is basically use for smaller size Itis basicallyuse forlarger size organization as compared to
' organization. RIP.
5. RIP is a distance vector protocol. EIGRP is derived from Integrated Gateway Routing Protocol.
6. It allows maximum hop count upto 15. It allows maximum hop count upto 255.
7. It’s administrative distance is 120. It’s administrative distance is 90.
8. It is not a more intelligent dynamic Itis a more intelligent routing protocol than RIP.

routing protocol.

Summarizationin EIGRP (Enhanced Interior Gateway Routing Protocol) is a process used to reduce the size of routing
tables by combining a group of contiguous networks into a single summarized route. This helps in minimizing the
amount of routing information that needs to be exchanged and processed, leading to more efficient routi ng and
reduced bandwidth usage.

Key Points of EIGRP Summarization

1. Automatic Summarization:
o By default, EIGRP performs automatic summarization at classful network boundaries. This means it
summarizes routes based on the major network boundaries (e.g., 192.168.0.0/16).
2. Manual Summarization:
o Networkadministrators can configure manual summarization on EIGRP-enabled interfacesto create
custom summary routes. Thisis typically done at the interface level.
3. Configuration:
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o To configure manual summarization, use the ip summary-address eigrp command followed by the

EIGRP autonomous system numberand the summary address with its subnet mask.
4. Benefits:

o Reduces Routing Table Size: Summarization helps in reducing the size of routing tables, making
them easierto manage.

o Decreases Routing Updates: Fewer routes are advertised, which reduces the bandwidth used for
routing updates.

o Improves Convergence: With fewer routes, the network can converge faster in the event of
topology changes.

Open Shortest Path First (OSPF)

Open Shortest Path First (OSPF) is a link-state routing protocol that is used to find the best path between the
source and the destination router using its own Shortest Path First). OSPF is developed by Internet Engineering
Task Force (IETF) as one of the Interior Gateway Protocol (IGP), i.e., the protocol which aims at moving the packet
within a large autonomous system or routing domain. It is a network layer protocol which works on protocol
number 89 and uses AD value 110. OSPF uses multicast address 224.0.0.5 for normal communication and
224.0.0.6 for update to designated router(DR)/Backup Designated Router (BDR).

OSPF Terms

Router Id — It isthe highestactive IP address presenton the router. First, the highestloopback address is considered.
If no loopbackis configured then the highest active IP address on the interface of the routeris considered.

Router priority — It is an 8-bit value assigned to a router operating OSPF, used to elect DR and BDR in a broadcast
network.

Designated Router (DR) — It is elected to minimize the number of adjacencies formed. DR distributes the LSAs to all
the otherrouters. DR is elected in abroadcast network to which all the otherrouters share their DBD. In a broadcast
network, the routerrequests foran update to DR, and DR will respond to that request with an update.

Backup Designated Router (BDR) —BDR is a backup to DR in a broadcast network. When DR goes down, BDR
becomes DR and performsits functions.

DR and BDR election—DR and BDR election takes place in the broadcast network or multi-access network. Here are
the criteriafor the election:

The router having the highest router priority will be declared as DR.

If there is a tie in router priority then the highest router I'd be considered. First, the highest loopback address is
considered. If no loopback is configured then the highest active IP address on the interface of the router is
considered.

OSPF States
The device operating OSPF goes through certain states. These states are:

Down — Inthis state, no hello packets have beenreceived onthe interface.
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Note — The Downstate doesn’t mean that the interface is physically down. Here, it means that the OSPF adjacency
process has not started yet.

INIT —In this state, the hello packets have beenreceived fromthe otherrouter.

2WAY —In the 2WAY state, both the routers have received the hello packets from other routers. Bidirectional
connectivity has been established.

Note — Inbetween the 2WAY state and Ex-start state, the DR and BDR election takes place.

Ex-start — In this state, NULL DBD are exchanged. In this state, the masterand slave elections take place. Therouter
having the higher router I'd become the master while the other becomes the slave. This election decides Which
routerwill sendits DBD first (routers who have formed neighborship will take partin this election).

Exchange — Inthis state, the actual DBDs are exchanged.
Loading — In this state, LSR, LSU, and LSA (Link State Acknowledgement)are exchanged.

Important — When a routerreceives DBD from anotherrouter, it comparesits own DBD with the otherrouter DBD.
Ifthe received DBDis more updated thanits own DBD thenthe routerwill send LSRto the other router stating what
links are needed. The otherrouterreplies with the LSU containing the updates that are needed. Inreturnto this, the
routerreplieswith the Link State Acknowledgement.

Full = In this state, synchronization of all the information takes place. OSPF routing can begin only after the Full
state.

OSPF Topology Database exchange

Thisis process where the OSPF routers exchange their LSDB betweeneach other, so that
both the neighbors have the exact copy of their database. Thisis the basicfundamental how the link-state protocol
works.

When the LSA list are exchanged the LSA contain serial number. If any changes take place the LSA number get
change. Thisdeterminesthe routersto decide when to send partial updates. So, it exchanges only missing LSA.

Choosing a Designated Router

e Theroutersthat are sending HELLO’s with the highest priority is elected as DR.

e Iftwoor moretie with the highest priority, thenthe router with the highest RID becomes theDR.

e Notfor everytime butthe router havingthe second highest prioritybecomes the BDR.

e If any router having a priority setting of 0 means, that router does not participate in theelection and can
neverbecome aDR or BDR.

e Therange of the priority value that allows arouterto become aDR or BDR are 1 through 255.

e Ifanewbetterrouterisadded withinthe topology with abetter priority value afterDRandBDR have been
elected, the new candidate does not preempt the existing DR and BDR.
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Maintaining the LSDB while being fully adjacent

When the routers are in full state, still they do some maintenance work. They keep sending Hello messages at
regular Hello interval. At any instance of time if the Hello message is absent for atime equal to the Dead interval
means that the connection to the neighbor hasfailed. Also if any

topology convergence takes place then the neighbor send new copies of the changed LSA’s to each neighbors sothat
the neighbors can change LSDB’s. Each routerthen usesthe SPF to recalculate andfind to see any routes affected by
network convergence.

Sample OSPF network with Cost shown:

€ 100 ’ B e A "
100.100.100.100 I R1

Fast Ethernet Serial link = l

. |

Fast Ethernet
€64 1
c 10
Surinl link

€10

foreach areait

Route R4 =>R1 => R2: Cost (10+100410) = 120
Route R4 “>R3 > R2: Cost (10+64+10) = 84

Cost = 10*/ Bandwidth
HILLT MU LML, 1L M UMD LU G M LY L U eI ot 1w 1o sunnnanicus e s wad NG iNformation

from one area and advertises it to other areas, helping to contain the size of the link-state database within each
area.

LSA (Link-State Advertisement) Management: ABRs generate and propagate Type 3 (Summary LSA) and Type 4
LSAs. These LSAs help disseminate information about routes between areas and ensure that all areas have the
necessary routing information without sharing every detail of each area's topology.

What Is ASBR
An ASBR is a router that connects an OSPF autonomous system (AS) to external networks or other autonomous
systems. It redistributes routes learned from these external sourcesinto the OSPF domain.

Role of ASBR in OSPF:

Route Redistribution: The primary function of an ASBR is to take routes learned from otherrouting protocols (e.g.,
BGP, EIGRP, RIP) or other OSPF autonomous systems and inject theminto the OSPF domain. This processis known as
route redistribution.

External LSAs: ASBRs generate Type 5 LSAs (External LSAs) forroutes that are external tothe OSPFdomainand Type
7 LSAs (NSSA External LSAs) if they are located in a Not-So-Stubby Area (NSSA). These LSAs contain the external
route information and are flooded throughout the OSPF network toinform all routers about the external routes.
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OSPF LSA Types

Router LSA LSA Type 1
Network LSA LSA Type 2
Summary LSA LSA Type 3
Summary ASBR LSA LSA Type 4
Autonomous Svstem external LSA LSA Type 5
Multicast OSPF LSA LSA Tvpe 6
NSSA External LSA LSA Type 7

AREAD

=

-

S

R1
TYPE 1 -ROUTER LSA

-

TYPE 2-

. -

R2

Type-1 (Router Link Advertisement) —This is a
Type-1 LSA exchanged by the routers which belongs
to a same area. The router contains status of link,
Router I'd, IP information and current interface
state. If a router is connected to multiple areasthen
separate Type 1 LSA is exchanged.

S

NETWORK LSA

-
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Type-2 (Network Link
Advertisement) —This is a Type-2
LSA which is send by DR (Designed
Router) only to all the other routers
present in the same area (broadcast
or multi-access network) . These
contain the DR and BDR [P
information and also the state of
other routers that are part of same
network. Remember DR s
responsible for distributing routing
information to all other routers
presentinsame broadcastarea.
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Type-3 (Summary LSA) —This is a Type-3 LSA which are generated by ABRs to areas other than in which it resides.
The topological database which ABRreceives from otherareas are injected into the backbone area. Thisincludes the
IP information and Router|’d of ABR that is advertising these LSA.

L
v

[
>

TYPE-1 ROUTER LSA TYPE 3-SUMMARY LSA TYPE 3-SUMMARY LSA

Type-4 (Summary ASBR LSA) — ABR send these Type 4 LSA towards the area other than the area in which they are
generated. These LSAs are generated by ABRto tell others the route to ASBR.

- __\

% a %—--

—e —_———
v TYPE 4-SUMMARY ASER
YPESN AUIEN LA e LAY SRS TYPE 4 SUMMARY ASBR LSA

Rl

Type-5 AS external link advertisement —These LSAs are generated by ASBR to advertise routes of other
Autonomous System than OSPF.

/ TYPE 5-EXTERNAL LSA TYPE 5-EXTERNAL LSA TYPE 5-EXTERNAL LSA

111’57

Anirban Lahiri

Assistant Professor

Department of CyberScience & Technology
BRAINWARE UNIVERSITY.

41



BNC37107

CLASS NOTES

Difference Between EIGRP and OSPF

No. Comparison

1. Stands for

2. Protocol type

3. Administrative distance

4, Algorithm

5. Standards-based on

6. Routing metrics
7. CPU requirements
8. Ease of implementation

9. Organized as

10. Used by
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EIGRP

Enhanced Interior Gateway Protocol.

Hybrid.

90 (Internal) 170 (External).

DUAL distance vector.

Cisco Proprietary.

Combination of bandwidth, reliability,
load and delay.

Lower CPU and memory needs.

Easy but no provision of auto-summary.

It lacks a hierarchical structure.

Itis primarily utilized by medium-sized to
large-sized networks.
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OSPF

Open Shortest Path First.

Link State.

110

Dijkstra link state.

IETF Open Standard.

Interface bandwidth.

Require high CPU and memory.

Complicated.

Itis hierarchically organized.

It primarily  serves
organizationsin networks.
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Switching and Routing

Multiple-choice Questions

1. RIP uses which type of metric for route c) DUAL (Diffusing Update Algorithm)

determination?
a) Bandwidth
b) Delay
c) Hop count
d) MTU

What is the maximum hop count forRIP?
a) 15
b) 16
c)31
d) 32
RIP operates at which layer of the OSI model?
a) Network
b) Data Link
c) Transport
d) Application

Which port number does RIP use for its
operations?

a) 80

b) 110

c) 520

d) 8080

How often doesRIP send outrouting updates
by default?

a) Every 15 seconds

b) Every 30 seconds

c) Every 60 seconds

d) Every 90 seconds

EIGRP is a hybrid routing protocol that uses
characteristics of which two types of routing
protocols?

a) Distance-vectorand link-state

b) Distance-vectorand path-vector

c) Link-state and path-vector

d) None of the above

What algorithm does EIGRP use for finding the
shortest path?

a) Bellman-Ford

b) Dijkstra

d) A* algorithm

Which multicast address does EIGRP use to
send updates?

a) 224.0.0.9

b) 224.0.0.5

c) 224.0.0.10

d) 224.0.0.7

EIGRP maintains a copy of its neighbour’s
routing tables. Whatisthistable called?

a) Routingtable

b) Topology table

c) Neighbortable

d) Link-state table

. By default, EIGRP uses which metrics to

calculate its metric?

a) Bandwidth and delay
b) Bandwidth and hop count
c) Bandwidth, delay, load, and
reliability
d) Bandwidth, delay, and MTU

. OSPF is classified as which type of routing

protocol?
a) Distance-vector
b) Link-state
c) Path-vector
d) Hybrid

. OSPF uses which algorithm to determine the

shortest path?
a) Bellman-Ford
b) Dijkstra
c) DUAL
d) A* algorithm

. What isthe multicastaddress used by OSPF to

send hello packetstoall OSPFrouters?
a) 224.0.0.9
b) 224.0.0.5
c) 224.0.0.10
d) 224.0.0.6
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14. In OSPF, whatisthe routerID? network into smaller, more manageable
a) An IP address assigned to each sections?
OSPFrouter a) RIP
b) A unique identifier for each OSPF b) EIGRP
router, often the highest IP address c) OSPF
on an active interface d) BGP

c) The IP address of the router's
interface connected tothe backbone
d) The MAC address of the router

15. What isthe main purpose of OSPF areas?
a) To simplify administration
b) To reduce the size of the routing
table
c) To optimize the network and
reduce the amount of routing
information that must be processed
d) To provide security for routing
updates

Dynamic Routing

16. What is the primary advantage of dynamic
routing overstaticrouting?
a) Itiseasierto configure
b) It adapts automatically to changes
inthe network
c) It requiresless memory
d) It is more secure

17. Which of the following is NOT a dynamic
routing protocol?
a)RIP
b) OSPF
c) BGP
d) ARP

18. Which dynamic routing protocol is typically
used for routing within an autonomous
system (AS)?

a) BGP

b) EIGRP

c) OSPF
d)Bothbandc

19. Which of the following routing protocols use
the concept of areas to segment a large

20. Which of the following is a key characteristic
of link-staterouting protocols?

a) Theysendtheirentire routingtable
to all neighboringrouters.
b) They send updates only when there
isa change inthe network topology.
c) They use a hop count as their
metric.
d) They do not require a hierarchical
network design.

21. In OSPF, what is the function of the
Designated Router (DR)?

a) To reduce the number of
adjacencies formed and the amount
of routing information exchanged.
b) To broadcast routingupdatesto all
routersinthe network.
c) To act as the central routerin a star
topology.
d) To handle all routing decisions
withinanarea.

22. EIGRP uses which protocol to provide reliable
delivery of packets?
a) TCP
b) UDP
c) RTP (Reliable Transport Protocol)
d) ICMP

23. What is the main purpose of using a wildcard
maskin OSPF?

a) To specify the range of IP addresses
for network statements.
b) To identify the subnet mask used
by the network.
c) To filterrouting updates.
d) To secure routing updates.
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24. Which of the followingis NOTa characteristic
of RIP? 26. What is the administrative distance of EIGRP
a) Uses hop countas the metric. forinternal routes?
b) Supports VLSM (Variable Length a) 90
Subnet Mask). b) 110
c) Sends the entire routing table in c) 120
updates. d) 170

d) Maximum hop count of 15.
27. Which routing protocol uses Autonomous
25. Which OSPF network type elects a DR and System Numbers (ASNs) for routing decisions?
BDR? a) RIP
a) Point-to-point )
b) Broadcast multi-access
c) Non-broadcast multi-access d) BGP
d) Point-to-multipoint

Answer:

SI.No. Right Answer

1 c) Hop count

2. a) 15

3. a) Network

4, c) 520

5. b) Every 30 seconds

6. a) Distance-vector and link-state

7. c) DUAL (Diffusing Update Algorithm)

8. c) 224.0.0.10

9. b) Topology table

10. a) Bandwidth and delay

11. b) Link-state

12. b) Dijkstra

13. b) 224.0.0.5

14. b) A unique identifier for each OSPF router, oftenthe highest IP address on an active interface
15. c) To optimize the network and reduce the amount of routinginformation that must be processed
16. b) It adapts automatically to changesin the network

17. d) ARP

18. d)Both b and c

19. c) OSPF

20. b) They send updates only when there isachange inthe network topology.

21. a) To reduce the number of adjacencies formed and the amount of routing information exchanged.
22. c) RTP (Reliable Transport Protocol)

23. a) To specify the range of IP addresses for network statements.

24, b) Supports VLSM (Variable Length Subnet Mask).

25. b) Broadcast multi-access

26. a) 90

27. d) BGP
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Short Answer Type Questions
RIP (Routing Information Protocol)

ARESIE

What is the maximum number of hops allowed inRIP?
Name the defaultadministrative distancefor RIP.

What type of routing protocol is RIP considered?

How often does RIP send outits routing updates by default?
What is the significance of the RIP hold down timer?

EIGRP (Enhanced Interior Gateway Routing Protocol)

© 0N o

10

What does EIGRP use as its metricfor determining the best path?
Name the algorithm used by EIGRP to calculate itsroutes.

What multicastaddress does EIGRP use for communication?
Describe the purpose of the EIGRP neighbortable.

What does the EIGRP successorroute represent?

OSPF (Open Shortest Path First)

11.
12.
13.
14.
15.

What type of metricdoes OSPF use to determine the best path?

Explainthe function of OSPF areaO.

How does OSPF elect a Designated Router (DR) and Backup Designated Router (BDR)?
What isthe OSPFrouter|D usedfor?

What OSPF packettype is used fordiscovering neighbors?

Dynamic Routing

16.
17.
18.
19.
20.

Differentiate between dynamicroutingand staticrouting.

What are the advantages of using dynamicrouting protocols?

Name two examples of distance-vector routing protocols.

How do routers using dynamicrouting protocols share routing information?
Explain the concept of route convergence in dynamicrouting.

Long Answer Type Questions

RIP (Routing Information Protocol)

1

5.

Describe the operation of RIP in terms of how it exchanges routing information and updates its routing
tables.

Explainthe concept of splithorizonin RIP. How does it prevent routingloops?

Discuss the limitations of RIP in modern network environments and why it may not be suitable for large
networks.

Compare and contrast RIP version 1 (RIPv1) and RIP version 2 (RIPv2) in terms of features, improvements,
and differences.

Describe the process of route poisoningand how itisimplementedin RIP to handle route failures.
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EIGRP (Enhanced Interior Gateway Routing Protocol)

6.

10.

Explain how EIGRP calculates its metric (composite metric) and discuss the factors involved in this
calculation.

Compare and contrast EIGRP's neighbor discovery mechanism with that of otherrouting protocols like OSPF.
Discuss the benefits of EIGRP's DUAL (Diffusing Update Algorithm) compared to traditional distance-vector
algorithms.

Describe the convergence processin EIGRP and explain how it ensures loop-free pathsinanetwork.

Explain the concept of feasible successors in EIGRP and how they contribute to route redundancy and faster
convergence.

OSPF (Open Shortest Path First)

11

12.

13.

14.
15.

. Discuss the OSPF areas and their significance in large network deployments. Explain how OSPF reduces
routingoverhead usingareas.

Compare OSPF with RIP and EIGRP in terms of scalability, convergence speed, and support for hierarchical
networks.

Describe the OSPF router types (internal router, backbone router, ABR, and ASBR) and their roles in OSPF
operation.

Explain OSPF's link-state database and how routers use thisinformation to build their routing tables.

Discuss OSPF's metriccalculation (cost) and how it differs from otherrouting protocols like EIGRP.

Dynamic Routing

16

17.

18.

19.

20.

. Compare and contrast distance-vector and link-state routing protocols. Discuss their advantages,
disadvantages, and use cases.

Explainthe concept of routingloopsin dynamicroutingand how protocols like RIP, EIGRP, and OSPF prevent
or mitigate them.

Describe the process of route redistribution and its implications in dynamic routing protocols. Provide
examples where route redistribution is necessary.

Discuss the concept of administrative distance in dynamic routing protocols. How does administrative
distance influence route selection?

Explainthe role of routing protocols like BGP (Border Gateway Protocol) in dynamicrouting. How does BGP
differfrominteriorrouting protocols like RIP, EIGRP, and OSPF
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Access Control List
Access-list (ACL) is a set of rules defined for controlling network traffic and reducing network attacks. ACLs are
usedto filtertraffic based on the set of rules defined forthe incomingor outgoing of the network.

ACL features —
e The set of rules defined are matched serial wise i.e matching starts with the first line, then 2nd, then 3rd,
and so on.

e The packetsare matched only until it matches the rule. Once a rule is matched then no further comparison
takes place and that rule will be performed.

e Thereisanimplicitdenial atthe end of every ACL,i.e., if nocondition orrule matches then the packet will be
discarded.

What are Inbound access lists?
When an access listisapplied oninbound packets of the interfacethen first the packets willbe processed according
to the access listand then routed to the outbound interface.

What are Outbound access lists?
When an access list is applied on outbound packets of the interface then first the packet will be routed and then
processed at the outbound interface.

ACCESS CONTROL LIST
|
v v
STANDARD ACL EXTENDED ACL
Filtering criteria:- Source IP address Filtering criteria:- 1. Source IP address

2. Destination IP Address
3. Protocol Specific

=» Source Port Number

== Destination Port Number

e ACLis created in Global Config mode.
e ACLis applied in an interface of the router.
¢ [n case of Standard ACL, the ACL is applied as close as possible to the deskination.
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Location logic where ACL logic can be applied in the network as Standard ACL

PC-1
170.16.2.1

170.16.1.100

170.16.3.10

170.16.3.8

170.16.1.102 170.16.3.9

e Intheabove scenariowe have three lans
170.16.1.0 (SERVER1 & 2)
e 170.16.2.0 (PC-1)
e 172.16.3.0 (PC-2,PC-A,PC-B)
e RA,RB & RC have redundant connection.
e Nowthescenarioissuchthat PC-2 will notbe able toaccess SERVER-1.
o Next it is required to know or understand that at which interface of which router ACLshould be
configured. You have three routersin your choice.
The bestinterface toimplement ACLisat RC’'s — EQ.
e Thetrafficdirection willbe inbound.
e AsinRC's—EOACLisimplemented forIP 170.16.3.10 (i.e. PC-2) as deny permission, soPC-2will alsonotable
to communicate with Server-2and PC-1 butit will able to communicate with PC-A & PC-B.
e Sothenextbestinterface toimplementation ACLis atRA’s, EQ.
e Butstill PC-2will not be able to communicate SERVER-1as well as SERVER-2.

Extended Access Control Lists — with extended access lists, you can be s1
more precise in your network trafficfiltering. You can evaluate the source ‘
and destination IP addresses, type of layer 3 protocol, source and !
destination port, etc. Extended access lists are more complex toconfigure Users R1 //
and consume more CPU time than standard access lists, but they allow a ___Erf—i'
much more granularlevel of control. ==, (

NN 82
To demonstrate the usefulness of extended ACLs, we will use the following \!
example:
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In the example network above, we have used the standard access
‘ list to prevent all users from accessing server S1. But, with that
5 configuration, we also deny access to S2! To be more specific, we
can use extended access lists. Let’s say that we need to prevent
Hsace R1X/ users from accessing serverS1. We could place an extended access
—— | 'f-‘i liston R1 to preventusersonly fromaccessingS1(we would use an
access list to filter the IP traffic according to the destination IP
address). That way, no othertrafficis forbidden, and users can still

Y
a access the otherserver, S2:

A block diagram, how ACL is performed

PERMIT
sxnnnnjneP S

PERMIT ROUTING
LOG'C Illlll.llll.’

\ 4

DENY

DENY
Illllllllllll.llll..ll’ BIT
BUCKET

<IIIII

.

EO

(AR R R R R RN NN IPPACKET

Explanation:

e |PPacketsare filtered asthey enteraninterface beforethe routing table.

e Packetcan filter before they exit aninterface, after the routing decision.
Denyistermusedin Cisco |OS software toimply that the packet is not allowed toforward.

e Permitisthe termusedinthe CiscolOS software toimply thatthe packetisallowed toforward.

e Thefilteringis configuredinthe accesslist.

e Attheendof everyaccesslistthe defaultsettingis “deny all traffic” statement. Therefore, ifa packet does
not match any of youraccess list statement, itis blocked.

Range for Standard ACL :- 1 —99 & 1300 — 1999
Range for Extended ACL:-- 100 — 199 & 2000 - 2699
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Also, there are two categories of access-list:

Numbered access-list— These are the access listthat cannot be deleted specifically once created i.e. if we want to
remove any rule from an Access-list then this is not permitted in the case of the numbered access list. If we try to
delete arule fromthe access listthenthe whole accesslist willbe deleted. The numbered access -list can be used
with both standard and extended access lists.

Named access list —In this type of access list, a name is assigned to identify an access list. It is allowed to delete a
named access list, unlike numbered access list. Like numbered access lists, these can be used with both standards
and extended access lists.

Advantages of ACL -
e Improve network performance.
e Provides security as the administrator can configure the access list according to the needs and deny the
unwanted packets from entering the network.
e Providescontrol overthe trafficasit can permitordeny accordingto the need of the network.

Difference Between Standard and Extended ACL

Standard Extended
Filters Based on Filters Based on
Source. Source and destination.

Permit or deny entire Specifies a specific IP
TCP/IP protocol suite.| protocol and port humber.

Range is 1 — 99 and Range is 100 — 199 and
1300 - 1999. 2000 - 2699.
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Suggestive Questions

Multiple-choice Questions
1. What is the primary purpose of an Access Control
List (ACL) in networking?
a) To encryptdata
b) To manage IP address assignment
c) To filter network traffic
d) To perform network address translation
2. What are the two main types of ACLs in
networking?
a) Standard and Extended
b) Publicand Private
c) Staticand Dynamic
d) Local and Remote
3. Standard ACLs filter trafficbased on which criteria?
a) Source IP address only
b) Source and destination IP address
c) Source IP address and port number
d) Destination IP address only
4. Extended ACLs can filter traffic based on which
criteria?
a) Source and destination IP address, protocol
type, and port numbers
b) Source IP address only
¢) MAC addressonly
d) VLAN ID
5. In Cisco 10S, which number range is used for
standard ACLs?
a) 1-99
b) 100-199
¢) 200-299
d) 300-399
6. In Cisco 10S, which number range is used for
extended ACLs?
a) 1-99
b) 100-199
c) 200-299
d) 300-399
7. Which command is used to apply an ACL to an
interfacein Cisco10S?
a) ipaccess-group
b) access-listapply
c) ipaccess-list
d) set access-list
8. What does the wildcard mask 0.0.0.255 represent?
a) Match any IP address
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b) Match the first three octets exactly, any
valueinthe lastoctet
¢) Match any value in the first three octets,
exact match inthe last octet
d) Match all bits exactly
9. Which of the followingis a correct statementabout
an implicitdenyin ACLs?
a) It allows all trafficby default
b) It denies all traffic that is not explicitly
permitted
¢) Itisa command that must be configured
d) It only appliestoextended ACLs
10. What isthe correct command to create a standard
ACLinCiscolOS?
a) access-list 10 permit192.168.1.0 0.0.0.255

b) access-group 10 permit 192.168.1.0
0.0.0.255
c) ip access-list 10 permit 192.168.1.0
0.0.0.255
d) permit ip access-list 10 192.168.1.0
0.0.0.255

11. In an extended ACL, which protocol keyword is
usedto filter HTTP traffic?

a)icmp

b) tcp

c) udp

d) http
12. Which of the following ACLs will block all traffic
fromthe IP address 192.168.1.100?

a) access-list 1deny 192.168.1.100 0.0.0.0

b) access-list 1 deny 192.168.1.100

255.255.255.255

c) access-list 1deny 192.168.1.100 0.0.0.255

d) access-list1deny 192.168.1.100 0.0.0.255
13. Where should a standard ACL be placed to
effectively filter traffic?

a) Asclose to the destination as possible

b) As close to the source as possible

c) On the core router

d) On the firewall
14. Where should an extended ACL be placed to
effectively filter traffic?

a) As close to the destination as possible

b) As close to the source as possible

¢) On the core router
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d) On the firewall
15. Which command would you use to view all ACLs
configured on a Ciscorouter?

a) show ip access-lists

b) show access-lists

c¢) show running-config access-lists

d) show configaccess-lists
16. What doesthe "permit" keywordinan ACLdo?

a) Blocks traffic

b) Allows traffic

c¢) Redirectstraffic

d) Logs traffic
17. What does the "deny" keywordinan ACLdo?

a) Allows traffic

b) Blocks traffic

¢) Redirects traffic

d) Logs traffic
18. Which command applies an ACL to outbound
trafficon an interface?

CLASS NOTES

Switching and Routing
a) ip access-group 10 out
b) access-listapply 10 out
c) access-list 10 out
d)ip access-listout 10
19. What isa named ACLin Cisco 10S?
a) An ACL that uses a name instead of a
numberforidentification
b) An ACL that can only be applied to specific
interfaces
¢) An ACL with enhanced security features
d) An ACL that can only filter traffic based on
port numbers
20. Which command would you use to delete an ACL
in Cisco 10S?
a) no access-list 10
b) delete access-list 10
c) remove access-list 10
d) clear access-list 10

Answer:
SI.No. Right Answer
1. c) To filter network traffic
2. a) Standard and Extended
3. a) Source IP addressonly
4. a) Source and destination IP address, protocol type, and port numbers
5. a) 1-99
6. b) 100-199
7. a) ip access-group
8. b) Match the firstthree octets exactly, any value inthe last octet
9. b) It deniesall trafficthatis not explicitly permitted
10. a) access-list 10 permit192.168.1.0 0.0.0.255
11. b) tcp
12. a) access-list 1deny 192.168.1.100 0.0.0.0
13. a) Asclose to the destination as possible
14. b) As close to the source as possible
15. b) show access-lists
16. b) Allows traffic
17. b) Blocks traffic
18. a) ip access-group 10 out
19. a) An ACL that uses a name instead of a numberforidentification
20. a) no access-list 10
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Short Type Questions
1. Whatisthe primary purpose of an Access Control List (ACL) ina network?
2. What are the two main types of ACLsin Cisco I0S?
3. How doesa standard ACL filter traffic?
4. How doesan extended ACLfilter traffic?
5. Whatisthe range of numbers used for standard ACLs in Cisco |0S?
6. Whatisthe range of numbersusedfor extended ACLs in Cisco |0S?
7. Explainthe purpose of awildcard maskin an ACL.
8. What doestheimplicitdenystatementinan ACLdo?
9. How wouldyouapplyanACLto an interface tofilterinbound trafficin Cisco 10S?

=
o

. Where should you place a standard ACL to effectively filter traffic?

. Where should you place an extended ACLto effectively filter traffic?

. Whatisa named ACLin Cisco|0S?

. How can youview all ACLs configured on a Cisco router?

Describe the difference between the "permit" and "deny" keywordsinan ACL.
. How can youremove an ACLfrom a Cisco router configuration?

e el
U wWN R

Long Type Questions

Define what an Access Control List (ACL) isin the context of computer networking and security.

Explain the difference between astandard ACLand an extended ACL.

What are the typical components of an ACL entry?

How doesan ACLdetermine whetherto permit ordeny traffic?

Describe the order of operations when multiple ACLs are applied toanetwork interface orrouterinterface.
What isthe wildcard mask used forin ACLs, and how isit different from a subnet mask?

Discuss the advantages and disadvantages of using ACLs for network security.

How can ACLs be used to mitigate Denial of Service (DoS) attacks?

Explain the concept of implicitdenyinthe context of ACLs.

10. Provide anexample scenario where you would use astandard ACL versus an extended ACL

LN AW R
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Module IV
Layer 2 Switching

What Is switching Technology?

Switching technology refers to the techniques and devices used to manage the flow of data across a network. It
involves directing data packets between devices within anetwork or between different networks. Switches are key
networking devices that play a crucial role in this process by connecting multiple devices, such as computers,
printers, and servers, within alocal area network (LAN) and directing data traffic efficiently.

What is Layer 2 Switching?

Layer 2 switching (or Data Link layer switching) is the process of using devices’ MAC addresses to decide where to
forward frames. Switches and bridges are used for Layer 2 switching. They break up one large collisiondomain into
multiple smallerones.

In a typical LAN, all hosts are connected to one central device. In the past, the device was usually a hub. But hubs
had many disadvantages, such as not being aware of traffic that passes through them, creating one large collision
domain, etc. To overcome some of the problems with hubs, bridges were created. They were better than hubs
because they created multiple collision domains, but they had limited number of ports. Finally, switches were
created and are still widely used today. Switches have more ports than bridges, can inspect incoming traffic and
make forwarding decisions accordingly. Also. each port on a switch is a separate collision domain, so no packet
collisions should occur.

What is Basic operation of switch?
Learning:

When a switch is powered on and starts receiving Ethernet frames, it begins to populate its MACaddress table, also
known as the Content Addressable Memory (CAM) table.

e Source MAC Address: The switch examines the source MAC address of each incomingframe and recordsit in
the MAC address table, along with the port numberthrough which the frame was received.

¢ Learning Process: If the source MAC addressis not alreadyinthe MAC address table, the switchaddsit. If it
isalready there, the switch updatesthe table toreflect the latest port through which the MAC address was
seen.

2. Forwarding/Filtering:
Once the switch has learned the MACaddresses, it uses thisinformation to decide how to handl e incoming frames.

e Destination MAC Address: The switch looks up the destination MAC address of the incoming frame in its
MAC addresstable.

e Forwarding: If the destination MACaddressisfoundinthe table, the switch forwardstheframe out of the
port associated with that MAC address.
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o Filtering: If the destination MAC address is onthe same port as the source, the switch filters (discards) the
frame to avoid unnecessary traffic.

3. Flooding:

When a switch receives a frame with a destination MAC address that is not in its MAC address table, it floods the
frame.

e Broadcast: The switch sendsthe frame out of all ports exceptthe one it wasreceivedon. Thisensures that
the frame reachesitsintended destination, evenif the switch does not know which porttouse.

¢ Unknown Unicast: Similarto a broadcast, the switch floods unknown unicast framestoall ports to find the
destination.

4. Loop Prevention:
Switches use protocols likethe Spanning Tree Protocol (STP) to prevent network loops.

e STP Operation: STP detects potential loops in the network topology and blocks certain switch ports to
prevent broadcast storms and otherissues caused by loops.

e Port States: STP ports can be in different states such as Blocking, Listening, Learning, and Forwarding to
ensure a loop-free environment.

Benefits of Using Switches

e Improved Performance: Switches provide dedicated bandwidth to each connected device, reducing
collisionsand improving overall network performance.

¢ Enhanced Security: VLANs and other security features on managed switches can segment and secure
network traffic.

e Scalability: Networks can be easily expanded by adding more switches without significant reconfiguration.

Switching Methodology

Store-and-Forward Switching:

Store-and-forward switching is a method of switching data packets by the switching device that receives the data
frame and then checks for errors before forwarding the packets. It supports the efficient transmission of non-
corrupted frames. It is generally usedintelecommunication networks.

In store-and-forward switching, the switching device waits to receive the entire frame and then stores the frame
in the buffer memory. Then the frame is checked for errors by using CRC(Cyclic Redundancy Check) if the erroris
foundthen the packetis discarded else it is forwarded to the next device.

Cut-through Switching:
Cut-through switching is a method of switching data packets by the switching device that forwards the packets as
soon as the destination address is available without waiting for the rest of the data to arrive. It supports low
latency and high-speed transmission andrequires less storage space. It is used infibre channel transmission, SCSI
traffic transmission, etc.
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In cut-through switching, data transmission starts as soon as the destination address field arrives at the switching
device. Then the device performs a lookup operation to check whether the destination address is valid or not. If
the address is found valid and the link to the destination is available then the switching device starts to transmit
the packets to the destination without waiting for the rest of the frame to arrive.

Fragment-Free Switching

Fragment-free (runtless switching) switchingisan advanced form of cut-through switching. The switchesoperating
in cut-through switchingread only up to the destination MAC address fieldinthe Ethernetframe before making a
switching decision. The switches operating in fragment-free switching read at least 64 bytes of the Ethernet
frame before switchingitto avoid forwarding Ethernet runtframes (Ethernet frames smaller than 64 bytes).

Difference between Cut-through Switching and Store-and-Forward Switching:

Store-and-Forward Switching Cut-through Switching

The switching device forwards the data packet as soon as
the destination address is received and doesn’t wait for
the entire frame to be received.

The switching device waits to receive the entire
frame before forwarding the data packet.

It supports error checking and collided/ bad frames

are discarded before forwarding the packets. There is no error-checking technique.

It checks for errors based on FCS bits of the data

It relieson higher-level protocols to detect the error.
frame.

Frames are stored in the buffer memory of the

. . Frames are not stored in the switchingdevice.
switchingdevice.

Cut through switching is further classified as Rapid frame

Itis not further classifiedinto different types. forwardingand Fragment free.

It has a high latency rate as the device waits forthe It has a low latency rate as the device does not wait for
entire frame to be received before sending the the entire frame to be received before sending the
packets to the destination. packets to the destination.

Limitation of layer-2 switching
Scalability

¢ Limited Broadcast Domains: Layer-2 switches operate within a single broadcast domain, which can lead to
excessive broadcast trafficas the network grows. This limits the size of the network.

Anirban Lahiri

Assistant Professor

Department of CyberScience & Technology
BRAINWARE UNIVERSITY.

57


https://www.omnisecu.com/tcpip/media-access-control-mac-addresses.php
https://www.omnisecu.com/tcpip/ethernet-frame-format.php
https://www.omnisecu.com/tcpip/ethernet-frame-format.php
https://www.omnisecu.com/tcpip/ethernet-frame-format.php
https://www.omnisecu.com/tcpip/ethernet-frame-format.php

W
s

‘*«:ZRE@
BRAINWARE UNIVERSITY

BNC37107 CLASS NOTES Switching and Routing
e VLAN Limitations: Although VLANs can segment broadcast domains, the number of VLANs is limited, and
managinga large number of VLANs can become complex.

Security
e Lack of Isolation: Devices within the same VLAN can communicate directly, which can pose security risks.
VLAN hoppingattacks can also exploit vulnerabilities in VLAN configurations.
¢ Limited Access Control: Layer-2 switches do not natively support advanced access control mechanisms,
makingitdifficultto enforce security policies strictly.
Loop Prevention
¢ Dependence on Spanning Tree Protocol (STP): Layer-2 networks rely on STP to prevent loops, which can
resultin suboptimal path selection and slower convergence times.
e STP Limitations: Changes in the network topology can cause STP recalculations, leading to temporary
network disruptions.

Multicast Handling

¢ Inefficient Multicast Traffic Management: Layer-2 switches typically flood multicast traffic to all ports,
which can lead to inefficiencies and excessive bandwidth consumption.

Inter-VLAN Communication

e Lack of Native Routing: Layer-2 switches cannotroute trafficbetween VLANSs. Inter-VLAN routingrequires a
Layer-3 device (routeror Layer-3switch), adding complexity and potential bottlenecks.

Bridging vs LAN switch

Switch Bridge

It is a device which is responsible for channelling the
data that is coming into the various input ports to a
particular output port which will further take the data
to the desired destination.

It is basically a device which is responsible for
dividing a single network into various network
segments.

A switch can have a lot of ports. A bridge can have 2 or 4 ports only.

The switch performs the packet forwarding by using The bridge performs the packet forwarding by
hardwares such as ASICS hence, it is hardware based. using softwaresso it is software based.

The switching method in case of a switch can thus be  The switching method in case of a bridge is store
store, forward, fragmentfree or cut through. and forward.
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Switch Bridge
The task of error checkingis performed by a switch. A bridge cannot perform the error checking.
A switch has buffers. A bridge may not have a buffer.

Address learning methodology of a switch
Frame Reception:

e Whena switchreceivesan Ethernetframe onone of its ports, it extracts the frame's source and destination
MAC addresses.

Source MAC Address Learning:

e Check the Source MAC Address: The switch examinesthe source MAC address of the received frame.
e Update the MAC Address Table:

o If the source MAC address is not in the table: The switch adds a new entry to the MAC address
table. This entry includes the source MAC address and the port number through which the frame
was received.

= Example:|f a frame with a source MAC address AA:BB:CC:DD:EE:FFisreceivedonport1l, the
switch creates an entry: AA:BB:CC:DD:EE:FF ->port 1.

o If the source MAC address is already in the table but associated with a different port: The switch
updatesthe entry to reflect the current port number.

o If the source MAC address is already in the table and associated with the same port: No changes
are made to the table.

Destination MAC Address Forwarding:

¢ Look Up the Destination MAC Address: The switch searchesits MAC addresstable forthe destination MAC
address of the frame.
e Forwarding Decision:
o Known Destination MAC Address: If the destination MAC address is found in the table, the switch
forwards the frame out of the port associated with that MAC address.
o Unknown Destination MAC Address: If the destination MAC address is not found in the table, the
switch floods the frame out of all ports except the one it was received on. This ensures that the
frame reachesitsintended destination even if the switch doesn't know where that destinationis.

Flooding for Unknown Addresses:

¢ When the switch encounters a destination MAC address that is not in its MAC address table, it floods the
frame to all ports (exceptthe porton which the frame was received). This helpsto discoverthe correct port
for future frames.
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Handling Broadcast and Multicast Frames:

Switching and Routing

¢ Broadcast Frames: Frames addressed to the broadcast MAC address (FF:FF:FF:FF:FF

) are forwarded to all ports.

e Multicast Frames: Frames addressed to a multicast MAC address are also typically flooded to all ports unless

specificmulticast group managementisimplemented.

Aging Process:

e Aging Timer: The switch maintainsan agingtimerforeach entryinthe MAC addresstable. If an entry is not
updated within acertain period (typically 300seconds), itis removed fromthe table. This prevents the table
from becoming cluttered with outdated addresses and ensures efficient memory use.

Difference between Network Switch and Router

Network Switch

Network Switch works on Layer 2 of the OSI Model.

The resource is shared among multiple devices with the help
of a single LAN using a network switch.

Network switches uses data frames.

Switches onlywork in a Wired network connection.

Switches use MAC Addresses for transferring data to the
proper destination.

What is CAM table of a switch

Router

The router is primarily a device of Layer 3 of
the OSI Model.

Data is moved between two or more
computers with the help of a router.

Routers use data packets.

Router works with both wired and wifi
networks.

Routers use IP Addresses for the same work.

The CAM (Content Addressable Memory) table, also known as the MAC address table, is a critical component of a
network switch. It stores the mapping of MAC addresses to the switch ports, enabling the switch to efficiently

forward Ethernet framesto the correct destination.

Features of access layer switch; distribution layer switch and core layer

Switch
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Access — controls user and workgroup access to the resources on the network. This layer usually
incorporates Layer 2 switches and access points that provide connectivity between w orkstations and servers.
You can manage access control and policy, create separate collision domains, and implement port security at
this layer.

Distribution — serves as the communication point between the access layer and the core. Its primary
functions are to provide routing, filtering, and WAN access and to determine how packets can access the
core. This layerdetermines the fastest way that network service requests are accessed —for example, how a
file request is forwarded to a server —and, if necessary, forwards the request to the core layer. This layer
usually consists of routers and multilayer switches.

Core —alsoreferredtoas the network backbone, thislayerisresponsible fortransportinglargeamounts of
trafficquickly. The core layer provides interconnectivity between distribution layer devices it usually consists
of high-speed devices, like high end routers and switches with redundant links.

Difference between manage and unmanage switch

Managed Switches Unmanaged Switches
Dynamic ARP Inspection, [Pv4 DHCP snocoping, QoS, SNMP, | Dynamic ARP Inspection, IPv4 DHCP snooping, QoS, SNMP,
Features R i BT 3 ; : AN ‘
VLAN, CLI, IP routing, port mirroring, redundancy, etc VLAN, CLI, IP routing, port mirraring, redundancy, etc
Switch can be configured
Control over Access Plug and play with limited configuration like default QoS
Performance 3 o — S
Control over LAN traffic—Priority settings
SNMP —Allows for remote troubleshooting of the network
X Very gond. Provide protection of the data plane, contrcl Not very good. No security ather than accessories such as
Securnty . ) PRAT )
plane and management plane lockable port cover
Costs Expensive Less expensive
2 Small size business network, home, lab, conference rooms,
Application Places |Data center, large size enterprise networks tes

Pcl

—

—
= s1 = VLAN

Fa0/1 Fa 0/2 radA Fa0/4 Fa0/5 Switch by default have a single broadcast

.

e

domain. As the number of devices
increases in the domain the size of the
broadcast domain also increases. Now to
have a betterefficiencyinthe network, it
is necessary to limit the size of the
broadcast domain.

: Explanation
e 5PCs are connected with a Switch
Pc2 Pc3 Pca4 Pc5 (S1).
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PC1lisconnected with the interface Fa0/10ofS1.

PC 1 wants to communicate with PC4 (reff: the doted red arrow).

PC1 started generating PDU frames. The frames received by the Switch S1ininterface Fa0/1. (reff:thedoted
blue arrow)

The Switch S1 broadcast the frames through rest of the active interface.

So, as the Switch belongs to a single broadcast domain, the Switch S1 broadcast the incoming frames
generated by PC1 through the entire active interface. All the PC connected with S1 sense the traffic
generated by PC1, though the trafficwas not forthem. This deteriorates the efficiency of the total network.

Asthe numberof network devicesincreasesin the network, the size of the broadcast domain also
increases.

QZQZI §2

Fa0/1  Fa0f2  F3

o s1 :’) i

Fao/fL  Fa0/2  F3k  Fag/a  Fa0fs lc

To hi
dom
dom

4 s1
=

Fa0/t  Fao]2 Slra0/z  fao

' broadcast
2broadcast

Pcl Pc2 Pc3 Pcd Pc5 Pc6 Pc7 Pc8

€ SINGLE BROADCAST DOMAIN =

&

Fa0/1 Fa0/2 Fa0/3

Vlan:

A Vlan is a group of devices in the same broadcast domain or subnet. Vlans provides logical separation of

subnets to have better efficiency with network traffic between different groups of users. Vlancontains isolated
broadcast domains, where routeris required to move traffic betweendifferent Vlans.
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Vlan2 SALES Fa0/1, Fa0/2 Vlan2 SALES  Fa0/2, Fa0/3
Vlan3 MKTG Fa0/3, Fa0/4 Vlan3 MKTG  Fa0/4, Fa0/5
QZI :D Trunk :D
Fa FaO/ZA Fa  Fa 7 Fa

Belongsto Vlan 2 [BelonastoVIanZ ] BelongstoVlan 2 [BelonszstoVIanZ ]

Vlaninformationis not taged with the PDUframes generated by the PC.

The information of Vlanis presentin Switch. By default all the interface of the Switch belongsto Vlan1.

By default, interface Fa0/5 of S1 and interface Fa0/1 of S2, belongs to Vlan1l. As this link is used to carry
multiple Vlaninformation, it will act as a special link(i.e. trunklink). We need to activate trunk protocolon
the trunk port of the Switch.

The ethernetinterfaces through which PCs are connected, should be configured to workinaccess mode. In
access mode, when aSwitch receives any frame itdoes not make any changesinthe frame.

In trunk mode when a Switch receives any frame, the Switch adds some information in the framesbefore
forwardingthose frames through the trunk link.

Fortagging Vlaninformationinthe trunk port, two protocols are used.

ISL (Inter Switch Link)

802.1Q

Advantages of Vlan

Vlan enable us to create more flexible design that group user users by department, that work together,
instead fo any physical location.

To segmentasingle broadcast domain into smaller multiple broadcast domain to reduce the overheadtraffic
caused by each hostin the Vlan.

Vlanreduces the workload of the STP.

Vlan enforce better security by keepingagroup of hostsin a separate vlan.

Switch Interface Mode

Administrative Mode Operational Mode
1) Dynamic Auto 1) Access
2} Dynamic Desirable 2) Trunk
3] Trunk
4) Access
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Access: It prevent the use of trunking, the port will always acts access (non trunk) port. The link normally can be
associated with asingle Vlan.

Trunk: The port will always use trunking. It modify the original frameto carry Vlaninformation.

Dynamic Desirable: Exchange, negotiate messages and also responds to the negotiation to dynamicallychoose
whetherto start using trunking.

Dynamic Auto: Passively waitsto receive trunk messages and will respond to negotiate whether to usetrunk.
VLAN Trunking Protocol (VTP)

VLAN Trunking Protocol (VTP) —VTP is CISCO proprietary protocol used to maintain consistency throughout the
network or the user can say that synchronizing the VLAN information in the same VTP domain. VTP allows you to
add, delete and rename VLANs which is then propagated to other switches in the VTP domain. VTP
advertisements can be sent over 802.1Q, and ISL trunks.
Requirements —There are some requirements for VTP to communicate VLAN information between switches.
These are:

1. The VTP version must be same on the switches user wants to configure

2. VTP domain name must be same on the switches

3. One of the switches must be a server

4. Authentication should match if applied

VTP modes — There are 3 modes:

e Server —The switches are set to this mode by default. This mode allows you to create, add and delete
VLANSs. The changes you want to make should be done in this mode. Any changes that are done on this
mode (on a particular switch) will be advertised to all the switchesthat are in the same VTP domain. In
this mode, the configurationis savedin NVRAM.

e Client —In this mode, the switches receive the updates and can also forward the updates to other
switches (which are in the same VTP domain). The updates received here are not saved in NVRAM so all
the configuration will be deleted if the switchis reset or reloaded i.e. the switches will onlylearnand pass
the VTP summary advertisements tothe other switches.

e Transparent —This mode only forwards the VTP summary advertisements through trunk link. The
transparent mode switches can make their own local database which keep secret from other switches. The
whole purpose of transparent mode is to forward the VTP summary advertisements b ut not to take part in
the VLAN assignments.
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FUNCTION SERVER TRANSPARENT CLIENT

Only sends VTP messages through the trunk YES YES YES
port

Support CLI configuration of VLAN's YES YES NO
Can use normal range VLAN’s (1-1005) YES YES YES
Can use extended range VLAN’s (1006-4095) NO YES NO
Synchronize (updates) its own config database  YES NO YES

when receive VTP message with a higher
revision number

Create and sends periodic VTP update in every | YES NO YES
5 minuets

Difference between IEEE802.1q and ISL

PARAMETER ISL DOT1Q

Abbreviation ISL (Inter Switch Link)

for

Standard Cisco proprietary protocol IEEE Standard

Vlans Supports up to 1000 Vlans Supports 4096 Vlans

Supported

Encapsulation  Original frame is encapsulated and a new 802.1q encapsulation inserts a 4
header is inserted during encapsulation byte tag into original frame and
process. A 26 byte header and a 4 byte FCS FCS (Frame Check Sequence) is re-
(frame check sequence) are inserted which calculated.
makes it total of 30 Bytes of overhead.

PVST Supported Not Supportad

Supported on Mot Supported Supported

Cisco NX-05

What is VTP pruning

pruning is a feature thatis usedin Cisco switchestoreduce unnecessary trafficin VLAN (Virtual Local Area Network)
trunks. When VTP pruningis enabled on a trunk, the switch will stop forwarding broadcast, multicast,and unknown
unicast trafficto VLANs that do not have any active ports.
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Thisfeature optimizes network bandwidth utilization by preventing unnecessary traffic frombeing sent across the
network, which can help improve network performance. However, VTP pruning should only be used in situations
where there are VLANs with no active ports, as enablingit on all trunks can cause connectivity issuesif new ports are
addedto VLANsinthe future.

What is STP?

The Spanning Tree Protocol (STP) is a network protocol designed to preventloop formationin Ethernet networks.
Developed by Dr. Radia Perlman, itis standardized as IEEE 802.1D. STP ensures thata network topology isloop-free
by creating a spanning tree within a network of connected Ethernet switches and then disabling the links that are
not part of the tree, thus preventing the possibility of broadcast storms and multiple frame copies.

Here are some key points about STP:
Purpose

e Loop Prevention: STP's primary purpose is to prevent network loops which can cause broadcast storms and
multiple frame copies.

e Redundancy: It allowsforredundant pathsin the network to provide fault tolerance. If aprimary path fails,
STP can re-enable a backup path to maintain network connectivity.

How It Works

1. Bridge Protocol Data Units (BPDUs): Switches exchange BPDUs to share information about their ports
and link states. BPDUs are sent out regularly to detect network topology changes.

2. Root Bridge Election: The switches electaroot bridge (the central reference pointinthe spanning tree)
based on the lowest bridge ID, which is acombination of the switch's priority and MAC address.

3. Path Cost Calculation: Each switch calculatesthe costto reach the root bridge. The path with the lowest
cost becomesthe preferred path.

4. Designated Ports: For each network segment, the switch with the lowest path costto the root bridge is
designated asthe designated switch, andits port on that segment is called the designated port.

5. Non-Designated Ports: Ports that do not serve as the shortest path to the root bridge are put into a
blocking state, preventing loops by disabling the redundant paths.

Port States
1. Blocking: The port does not participate in frame forwarding to preventloops.
2. Listening: The port preparesto participate in frame forwarding, listening to BPDUs.
3. Learning: The port beginsto populate the MAC address table but does not forward frames yet.
4. Forwarding: The port forwards frames and participatesinthe network.
5. Disabled: The port is administratively shut down.

Types of Spanning Tree Protocol (STP)

1. 802.1D —This is also known as CST (Common Spanning Tree). It is a spanning tree standard developed by IEEE
which elects only one root bridge per whole topology. All the traffic flows over the same path (the best path to
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the root bridge) but this doesn’t hold good always as there can be scenarios in which the optimised path to reach
a VLAN is different than the path obtained on electing the root bridge. It is very slow as it takes 32 seconds to
converge.

2. Per VLAN Spanning Tree + (PVST+) —It is a spanning tree standard developed by Cisco for its devices which
finds the root bridge per VLAN. Itis a Cisco default version of STP. It finds separate 802.1d spanning tree instance
for each VLAN. It also provides backward comparability with 802.1d or CST. This is more optimized to the IEEE
because it provides optimal path selection as separate instance of STP per VLAN is find. This is as slow as CST.

3. 802.1w — Rapid Spanning Tree Protocol (RSTP) —It is a spanning standard developed by IEEE which provides
faster convergence than CST but holds the same idea of finding a single root bridge in the topology. The bridge
resources needed in RSTP is higherthan CST but less than PVST+.

4. Rapid Per VLAN Spanning Tree + (RPVST+) —This Spanning Tree standard is developed by Cisco which provides
faster convergence than PVST+ and finds separate instance of 802.1w per VLAN. It requires much more CPUand
memory than other STP standards.

5. 802.1s (Multiple Spanning Tree) :-This standard is developed by IEEE in which grouping of VLANSs is done and
for each single group, RSTP is run. This is basically a Spanning Tree Protocol running over another Spanning Tree
Protocol.
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Multiple-choice Questions

1. WhichIEEE standard defines VLANs? B) Client

A) 802.1D C) Transparent
B) 802.1Q D) Monitoring
C) 802.1X 9. What is the default VTP mode on a Cisco
D) 802.3 switch?
What is the primary benefit of VLANs? A)Server
A) Increased broadcast domain B) Client
B) Reduced network performance C) Transparent
C) Enhanced network security D) Host
D) Simplified network management 10. Which command displays the VTP status of a
Which type of VLAN is used for network switch?
management? A) show vtp status
A) Data VLAN B) show vlan brief
B) Default VLAN C) show running-config
C) Native VLAN D) show switchport
D) Management VLAN 11. What is the main purpose of STP?
What is a common default VLAN ID for an A) To increase network speed
untagged port on a switch? B) To prevent switching loops
A)VLAN1 C) To manage VLANs
B) VLAN 100 D) To route IP packets
C) VLAN 1000 12. Which protocol is the faster-converging
D) VLAN 4095 version of STP?
Which command is used to assign a VLAN to A) RSTP
a switch port on a Cisco switch? B) PVST
A) switchportaccessvlan [vlan-id] C) MSTP
B) vlan database [vlan-id] D) BPDU
C) assignvlan [vlan-id] 13. Which device becomes the root bridge in an
D) port accessvlan [vlan-id] STP topology?
VTP (VLAN Trunking Protocol) A) The device with the highest MAC
6. What is the primary purpose of VTP? address
A) To manage VLAN configuration B) The device with the lowest MAC
across multiple switches address
B) To provide inter-VLAN routing C) The device with the lowest bridge
C) To create VLANs ID
D) To assign IP addresses to VLANs D) The device withthe highestbridge
Which VTP mode allows a switch to create, ID
modify, and delete VLANs? 14. What is the purpose of BPDU (Bridge
A) Client Protocol Data Unit) frames?
B) Server A) To carry IP traffic
C) Transparent B) To manage VLANs
D) Host C) To exchange STP information
Which VTP mode does not synchronize VLAN D) To configure switch ports
information but forwards VTP 15. Which STP state does a port enter first after

advertisements?
A) Server
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B) Listening D) To perform routing between VLANs
C) Learning . Which IEEE standard defines Link

D) Forwarding
. Which switching method checks the CRC
(CyclicRedundancy Check) before forwarding
a frame?

A) Cut-through

B) Store-and-forward

C) Fragment-free

D) Fast-forward
. What is the function of a MAC address table
in aswitch?

A) To store IP addresses

B) To route packets between VLANs

C) To map MAC addresses to switch

ports

D) To perform DNS lookups
. Which switch port mode is used to connect
an end device to a VLAN?

A) Trunk mode

B) Access mode

C) Hybrid mode

D) Dynamicmode
. Which command is used to display the MAC
address table on a Cisco switch?

A) show mac-address-table

B) showipinterface brief

C) show interfaces

D) show vlan brief
. What is the purpose of a trunk port on a
switch?

A) To connect multiple VLANs on

different switches

B) To connect a single device to a

VLAN

C) To provide powertoend devices

Aggregation (LAG)?
A)802.1D
B) 802.1Q
C) 802.3ad
D) 802.1w

. Which feature allows for redundancy by

having multiple switches acting as a single
virtual switch?

A)STP

B) VTP

C) VLAN

D) StackWise

. In which switching mode does the switch

forward the packet as soon as the
destination address is read?

A) Store-and-forward

B) Cut-through

C) Fragment-free

D) Fast-forward

. What is the result of a broadcast storm in a

switching network?
A) Increased network performance
B) Network congestion and packet
loss
C) Efficient datadelivery
D) Improved security

. Which command on a Cisco switch enables

an interface to automatically negotiate a
trunk link?
A) switchport mode trunk
B) switchport trunk encapsulation
dotlq
C) switchport mode dynamicdesirable
D) switchportaccessvlan

Short Type Questions
1. Whatisthe purpose of a VLAN and how doesit enhance network management?
2. Explaintherole of a VLAN trunklinkina network.
3. Describe the function of the Native VLAN inatrunk port.
4. How doesVLAN tagging work, and which IEEE standard definesit?
5. Whatisthe difference between anaccess port and a trunk port on a switch?
6.

What are the main differences between VTP Server, VTP Client, and VTP Transparent modes?

7. How does VTP pruning help reduce unnecessary trafficon trunk links?
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8.
9.

10.
11.
12.
13.
14.
15.

What isa VTP domain and why isit importantin VTP operations?

Describe the impact of VTP version mismatchesin anetwork.

Explainthe process of VTP advertisement and synchronization between switches.

What isthe primary purpose of the Spanning Tree Protocol (STP) in a network?

How isthe root bridge selectedinan STP-enabled network?

What is the function of BPDU (Bridge Protocol Data Unit) in STP?

Explain the differences between traditional STP and Rapid Spanning Tree Protocol (RSTP).
What is the purpose of the Port-Fast feature in STP and when shoulditbe used?

Long Type Questions

vk wnNne

© o N o

Explainthe conceptand purpose of VLAN tagging.

Describe the differences between static VLANs and dynamic VLANS.
What is the function of the Native VLAN inatrunk link?

How does Inter-VLANrouting work, and why isit necessary?
Discuss the security benefits of using VLANs in a network.

Explainthe differences between VTP Server, VTP Client, and VTP Transparent modes.
How does VTP pruningimprove network efficiency?

Describe the process of VTP synchronization between switches.

What is the significance of the VTP domain name in VTP operations?

10. Explainhow VTP versions differand why it'simportantto use a consistentversion across a network.
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WAN connection types

WAN
/"// \\ ™
/// B
- \‘A
Dedicated Switched Connection
Connection
2 R
Wa : N
Circuit Packet Switched Cell Switched
Leased Line Switched
Fractional
T1/E1 l —_
Basics X.25
T3/€3 telephone Frame ATM
psL services Relay
ISDN ATM
switched SMDS
56

What is leased lines, circuit switching, packet switching
Leased Lines

Leased Lines are dedicated, private telecommunications circuits that provide continuous and fixed-bandwidth
connectivity between two locations. These lines are leased from atelecommunications provider and are typically
usedforinternetaccess, private networks, and point-to-point data transmission.

o Features:
o Dedicated Connection: Exclusive use of the line, not shared with otherusers.
o High Reliability: Consistent performance with minimal latency.
o Fixed Bandwidth: Guaranteed bandwidth as specifiedin the service agreement.
o Security: Highersecurity asitis a private connection.
e UseCases:
o Connectingtwo businesslocations.
o Providingdedicatedinternetaccess.
o Establishing private networks (WANs).

Circuit Switching

Circuit Switching is a method of communication where a dedicated communication path or circuit is established
betweentwo nodes forthe duration of the session. This method is typically used in traditional telephone networks.
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o Features:
o Dedicated Path: Aspecificpathisreservedforthe entire duration of the call.
o Fixed Bandwidth: The bandwidth isreserved and constant throughout the session.
o Connection-Oriented: Requires establishingand maintaininga connection beforedatatransfer.
o High Reliability: Consistent quality of service due to dedicated path.
e UseCases:
o Traditional voice telephone calls.
o Some private network configurations.
¢ Advantages:
o Predictable and consistent performance.
o Suitable forreal-time voice communications.
¢ Disadvantages:
o Inefficientuse of resources asthe dedicated path remainsidle if no datais being transmitted.

Packet Switching

Packet Switchingis a communication method where datais broken down into smaller packetsthatare transmitted
over a shared network and reassembled at the destination. This is the method used by the internet and most
modern data networks.

o Features:

o Shared Network: Multiple communications share the same networkinfrastructure.

o Dynamic Routing: Packets can take different pathstoreach the destination.

o Connectionless: Each packetis routedindependently without a dedicated path.

o Efficient Use of Resources: Network resourcesare used only when datais being transmitted.
e UseCases:

o Internetdatatransmission (web browsing, email, file transfer).

o Moderntelecommunications (VolP, video conferencing).
e Advantages:

o Efficientutilization of network resources.

o Scalable andflexible.
¢ Disadvantages:

o Potential forvariable latency and packetloss.

o May
| require errorhandlingand
sumer=="l  TRouter2 retransmission

mechanisms.

What is Frame Relay
Frame Relay is a packet-
switching network
: ’ protocol that is designed
“S——N /\/ to work at the data link
il Besbld layer of the network. It is
used to connect Local
Area Networks (LANs) and
transmit data across Wide

Service Provider Network
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Area Networks (WANSs). It is a better alternative to a point-to-point network for connecting multiple nodes that
require separate dedicated linksto be established between each pair of nodes. It allows transmission of different
size packets and dynamic bandwidth allocation. Also, it provides a congestion control mechanism to reduce the
network overheads due to congestion. It does not have an error control and flow management mechanism.

How frame Relay Works

Frame relay switches set up virtual circuits to connect multiple LANs to build a WAN. Frame relay transfers data
between LANs across WAN by dividing the data in packets known as frames and transmitting these packets across
the network. It supports communication with multiple LANs over the shared physical links or private lines.

Frame relay network is established between Local Area Networks (LANs) border devices such as routers and
service provider network that connects all the LAN networks. Each LAN has an access link that connects routers of
LAN to the service provider network terminated by the frame relay switch. The access link is the private physical
link used for communication with other LAN networks over WAN. The frame relay switch is responsible for
terminating the access linkand providing frame relay services.

For data transmission, LAN’s router (or other border device linked with access link) sends the data packets over
the access link. The packet sent by LAN is examined by a frame relay switch to get the Data Link Connection
Identifier (DLCI) which indicates the destination of the packet. Frame relay switch already has the information
about addresses of the LANs connected to the network hence it identifies the destination LAN by looking at DLCI
of the data packet. DLCI basically identifies the virtual circuit (i.e. logical path between nodes that doesn’t really
exist) between source and destination network. It configures and transmits the packet to frame relay switch of
destination LAN which in turn transfers the data packet to destination LAN by sendingit over its respective access
link. Hence, in this way, a LAN is connected with multiple other LANs by sharing a single physical link for data
transmission.

Types of Frame Relay

e Permanent Virtual Circuit (PVC)-
These are the permanent connections between frame relay nodes that exist for long durations.
They are always available for communication even if they are not in use. These connections are
staticand do not change with time.

e Switched Virtual Circuit (SVC) -
These are the temporary connections between frame relay nodes that exist for the duration for
which nodes are communicating with each other and are closed/ discarded after the
communication. These connections are dynamically established as per the requirements.

SDN (Software-Defined Networking)

SDN is a network architecture that separates the network's control plane from the data plane, allowing for
centralized and programmable network management to improve flexibility and efficiency.

HDLC (High-Level Data Link Control)

HDLC is a bit-oriented synchronous data link layer protocol used for reliable data transmission between network
points, incorporating mechanisms forerror detection and flow control.
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PPP (Point-to-Point Protocol)

PPP is a data link layer protocol that facilitates direct communication between two network nodes. It supports
authentication, encryption, and compression, making it versatile forvarious network connections, such as dial -up
and VPNs.

ATM (Asynchronous Transfer Mode)

ATM is a high-speed networking technology that transfers datain fixed-size cells. Itis designed to handle avariety of
traffictypes, including voice, video, and data, providing efficient and low-latency communication.

PAP (Password Authentication Protocol)

PAP is a simple authentication protocol that sends the user's password in plain text from the client to the server,
whereitisvalidated. Itis usedin situations where security is nota primary concern.

CHAP (Challenge Handshake Authentication Protocol)

CHAP is an authentication protocol that provides amore secure method than PAP by using a three-way handshake. It
periodically re-authenticates the client to protect against replay attacks and ensure ongoing security during a
session.

Single Homed EBGP

The single homed design means you have asingle connectionto asingle ISP. With this design, you don’t need BGP
since there is only one exit pathinyour network. You mightas well just use a staticdefault route thatpoints to the
ISP.

The advantage of a single-homed link is that it’s cost effective, the disadvantage is that you don’t have any
redundancy. Yourlinkis a single point of failure butsois using a single ISP.

Single Homed

Enterprise ISP

What is a VPN?

A virtual private network (VPN) is a technology that creates a safe and encrypted connection over a less secure
network, such as the Internet. A Virtual Private Network is a way to extend a private network using a public
network such as the Internet. The name only suggests that it is a “Virtual Private Network”, i.e. user can be part of
a local network sitting at a remote location. It makes use of tunnelling protocols to establish a secure connection.
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Types of VPN
There are several types of VPN and these are vary from specific requirement in computer network. Some of the
VPN are as follows:

1. Remote Access VPN

2. Siteto Site VPN

3. CloudVPN
4, Mobile VPN
5. SSLVPN

VPN Protocols

e OpenVPN: A cryptographic protocol that priorities securityis called OpenVPN. OpenVPN is compatible
protocol that provides a variety of setup choices.

e Point-To-Point Tunneling Protocol (PPTP): PPTP is not utilized because there are many other secure
choices with higherand more advanced encryption that protect data.

e Wire Guard: Wire guard is a good choice that indicates capability in terms of performance.

e Secure Socket Tunneling Protocol (SSTP): SSTP is developed for Windows users by Microsoft. It is not
widely used due to the lack of connectivity.

e Layer 2 Tunneling Protocol (L2TP) It connects a user to the VPN server but lacks encryption hence itis
frequently used with IPSec to offer connection, encryption, and security simultaneously.

What are the advantages of VPN

Enhanced Security
VPNs encrypt internet traffic, protecting data from being intercepted by hackers and other malicious entities,
particularly on unsecured networks like public Wi-Fi.

Privacy Protection
By maskingthe user's IP address, VPNs help maintain online anonymity, preventing websites, advertisers, and ISPs
fromtracking browsing activities.

Bypassing Geo-Restrictions
VPNs allow users to access contentthat may be restricted based on geographiclocation by routingthe connection
throughserversin different countries.

Remote Access
VPNs enable secure access to a private network from aremote location, making them essential for businesses with
remote or travelingemployees.

Data Integrity
VPNs help ensure that data sent over the internet remains unchanged and arrives intact at its destination by
protectingitagainsttampering.

Cost Savings
Using VPNs can reduce costs associated with leased lines and long-distance telephone charges, as they allow secure,
low-cost connections overthe publicinternet.
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Multiple-choice Questions
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1. What is a leased line?

A. Ashared network connection

B. A dedicated, private telecommunications
circuit

C. A type of packet-switched network

D. An internet-based virtual network

2. Which of the following is a characteristic of circuit
switching?

A. Datais brokeninto packets

B. A dedicated path is established for the
duration of the communication

C. Datais transmitted in fixed-size cells

D. Multiple virtual circuits share the same
physical link

3. In packet switching, how is datatransmitted?

A. Infixed-sizecells

B. Overa dedicated circuit

C. Asa continuous stream

D. In small packets that are routed
independently

4. Frame Relay operates at which layer of the OSI
model?

A. Network layer

B. Data link layer

C. Transportlayer

D. Physical layer

5. What does ISDN stand for?
A. InternetService Digital Network
B. Integrated Services Digital Network
C. Internal Services Data Network
D. Interconnected Services Data Network

6. HDLC is a protocol used at which layer of the OSI
model?

A. Network layer

B. Transport layer

C. Datalinklayer

D. Application layer

7. Which protocol provides asimple method for point-
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to-point communication and supports authentication,
encryption, and compression?

A. HDLC

B. Frame Relay

C. PPP

D. ATM

8. ATM transfersdatain:
A. Packets
B. Frames
C. Segments
D. Fixed-size cells

9. Which of the following protocols sends passwords
inplaintext?

A. PAP

B. CHAP

C.EAP

D. RADIUS

10. CHAP improves security over PAP by using:

A. Plain texttransmission

B. Two-way handshake

C. Three-way handshake and periodic re-
authentication

D. Single-way authentication

11. Single-homed EBGP refers to:
A. ABGP setup with multiple ISPs
B. A BGP setup withasingle ISP
C. A BGP setup withinan Autonomous System
D. A multi-homed internal BGP setup

12. Which type of VPN uses the public internet to
create a secure and encrypted connection between
two points?

A. MPLS VPN

B. Remote Access VPN

C. Frame Relay VPN

D. ISDN VPN

13. Which VPN protocol is known for its robust
security and ability to encapsulate PPP traffic?
A. L2TP
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B. PPTP
C.SSL
D. IPSec

14. What is the primary advantage of using a leased
line for WAN connectivity?

A. Low cost

B. High flexibility

C. Dedicated and consistent bandwidth

CLASS NOTES

Switching and Routing
D. Easy to setup

15. Frame Relay is most similar to which other WAN
technologyinterms of function?

A.ISDN

B. ATM

C. HDLC

D. Ethernet

Answer:

SI.No. Right Answer

1. B. A dedicated, privatetelecommunications circuit

2. B. A dedicated pathis established forthe duration of the communication
3. D. In small packets that are routed independently

4, B. Data link layer

5. B. Integrated Services Digital Network

6. C. Data link layer

7. C. PPP

8. D. Fixed-size cells

9. A. PAP

10. C. Three-way handshake and periodicre-authentication
11. B. A BGP setup with a single ISP

12. B. Remote Access VPN

13. D. IPSec

14. C. Dedicated and consistent bandwidth

15. B. ATM

Shote Types questions

1. Whatisthe primary functionofa VPN?

©ENOU A WN

How does a leased line differfrom a typical broadband connection?

In packetswitching, how are data packets transmitted across the network?

What is the key characteristicof circuit switching that distinguishes it from packet switching?
What layer of the OSImodel does HDLC operate on?

What does PPPoE stand for and whatis its primary use?

How does CHAP improve security over PAP in the authentication process?

What is one advantage of using a leased line for business communications?

Describe akey advantage of packet switchingin modern networks.

10 What are the main benefits of using HDLC for data link layer communication?

Long Types questions
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1.Describe the key differences between leased lines and packet-switched networks in terms of performance and use
cases.

2. How does packet switching enhance network efficiency and scalability compared to circuit switching? Provide
examples.

3. What are the main benefits of using Frame Relay for WAN connectivity, and how doesitcompare to other WAN
technologies like ATMand MPLS?

4, Discussthe advantages of ISDN in providing high-speed and reliable communication services. What are the main
types of ISDN services available?

5. Explain the error detection and correction mechanisms used by HDLC. How do these mechanisms contribute to
data integrity?

6. Describe how PPP encapsulates network layer protocols for transmission over point-to-point links. What are the
key featuresthat make PPP versatile?

7. Compare the use of fixed-size cells in ATM with variable-size packets in traditional packet-switched networks.
What are the benefits and drawbacks of each approach?

8. How does CHAP provide a more secure authentication method compared to PAP? Describethe process of CHAP
authentication.

9. Explain the concept of autonomous systems in BGP. How does single-homed EBGP differ from multi-homed EBGP,
and whatare the implications for network redundancy?

10. What are the primary security features of VPNs, and how do they protect data transmitted overthe internet?

11. Describe the role of committed information rate (CIR) in Frame Relay networks. How does it impact network
performance and cost?

12. Explain how ISDN channels (B channels and D channels) are utilized for different types of data transmission.
Provide examples of theirapplications.

13. Discuss the significance of the three-way handshake in CHAP authentication. How does it enhance security
comparedto PAP?

14. Describe the differences between remote access VPNs and site-to-site VPNs interms of their architecture and
typical use cases.

15. How do VPN protocols like IPSec and SSL differ in terms of their operation and security features? Provide
examples of when each protocol might be used.
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